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Welcome!

Thank you for purchasing this SmartRG product.

SmartRG offers solutions that simplify the complex Internet ecosystem. Our solutions include hardware, software, applications,
enhanced network insights, and security delivered via a future-proof operating system. Based in the USA, SmartRG provides
local, proactive software development and customer support. We proudly offer the best, most innovative broadband gateways
available.

Learn more at www.SmartRG.com.

Purpose & Scope

This Gateway User Manual provides SmartRG customers with installation, configuration and monitoring information for the gate-
way.

Intended Audience

The information in this document is intended for Network Architects, NOC Administrators, Field Service Technicians and other
networking professionals responsible for deploying and managing broadband access networks. Readers of this manual are
assumed to have a basic understanding of computer operating systems, networking concepts and telecommunications.

Getting Assistance

Frequently asked questions are provided at the bottom of the Subscribers page of the SmartRG Web site.

Subscribers: If you require further help with this product, please contact your service provider.

Service providers: if you require further help with this product, please open a support request.

Copyright and Trademarks

Copyright © 2017 by SmartRG, Inc. Published by SmartRG, Inc. All rights reserved.

The contents of this publication may not be reproduced in any part or as a whole, transcribed, stored in a retrieval system, trans-
lated into any language, or transmitted in any form or by any means, electronic, mechanical, magnetic, optical, chemical, pho-
tocopying, manual, or otherwise, without the prior written permission of SmartRG, Inc.

Disclaimer

SmartRG does not assume any liability arising out of the application or use of any products, or software described herein. Neither
does it convey any license under its patent rights nor patent rights of others. SmartRG further reserves the right to make
changes to any products described herein without notice. This publication is subject to change without notice.

Any trademarks mentioned in this publication are used for identification purposes only and may be properties of their respective
owners.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2018
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Getting Familiar with your Gateway

This section contains a quick description of the gateway's lights, ports, and buttons to help you get familiar with the
SR516acmodel.

LED Status Indicators

The indicator lights (LEDs) on the front of the SR516ac gateway
can help you understand the state of your gateway.

Legend: ® Green 1 GreenBlinking  ® Red

LED Action Explanation

All LEDs except those : o ‘ Feature enabled &/or working correctly

listed below {S} Data being transferred

POWER : o : Unit is booting up & preparing for use. When the unit is ready, the light changes to green.
: o ' Device powered on and ready for use

DSL o : DSL connected

INTERNET : DSL sync acquired and gateway on line

L
{6} . Data being transferred
Y " Internet authentication / connection has failed

Connections

The ports located on the back of the gateway and the buttons and ports located on the left side of the gateway, are described
below.

Feature Description
Rear panel
DSL This grey RJ11 port is used to connect your gateway to an Internet provider via a DSL service.

WAN ' The blue RJ45 port is used to hard-wire your gateway to another network device.

: For models with both WAN and DSL ports, when your Internet connection is via DSL, you can configure the WAN
port to function as an additional LAN port. For detailed instructions, see the Ethernet Mode section of this manual.

USB 1 ' Can transfer data, act as a printer interface, and handle a 3G accessory.
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Power Use only the power supply included with your gateway. Intended for indoor use only.

Leftside
on/Off  iPowerswitch.
SGHz  :Enablesor disables the 5GHZ wireless function.
24GHz  Enablesor disables the 5GHZ wireless function.

External Buttons

Smart RG gateways provide push-button controls on the exterior for critical features. These buttons provide a convenient way to
toggle the Wi-Fi radio on and off or reset the gateway. These controls are described below.

2.4GHz and 5GHz Buttons

Note: On early production units of the SR516ac gateway, these buttons are labeled WiFi (instead of 2.4 GHz) and WPS (instead of
5 GHz).

These buttons are located on the left side of the gateway and control the Wi-Fi radio functions.

To turn a wireless radio on or off, press the related button briefly (1-2 seconds). For example, to turn the 2.4 GHz radio on or off,
press the 2.4GHz button for 1-2 seconds.

To enable WPS, press the related button and hold it for 4-6 seconds.
Reset Button

The Reset button is a small hole in the back of the gateway with the actual button mounted beneath the surface. This style of
push-button prevents the gateway from being inadvertently reset during handling.

Warning: Do not press the Reset button unless you are sure that you want to clear the current settings.

Toreset your gateway, use a fine wire (such as a paper clip) to press the button for 7-10 seconds and release. The factory default
settings are restored.

Installmg your SR516ac Gateway

. Connect one end of the included phone cable to the DSL port on the gateway and connect the other end to the wall

jack.
2. Connect one end of an Ethernet cable toa LAN port of the gateway and connect the other end to your PC.
3. Plug the power adapter to the wall outlet and then connect the other end of it to the Power port of the gateway.
4. Turn on the unit by pressing the On/Off button on the left side of the gateway.

Your gateway is now automatically being set up to connect to the Internet. This process may take a few minutes to complete
before you can begin using your Internet applications (browser, email, etc.).

If you are unable to connect to the Internet, confirm that all cable connections are in place and the router’s power is turned on.

Logging in to your Gateway's Ul

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2018
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To configure the SmartRG SR516ac gateway's settings, access the gateway's embedded Ul.

1. Open a Web browser on your computer.
2. Inthe address field, enter http://192.168.1.1 (the default IP address of the DSL gateway). The authentication dialog box

appears.

|| authentication Required

e A username and password are being requested by hittp://192.168.1.1. The site says: “Broadband
Router™

User Mame: || |

Cancel

3. Enter the user name and password. The default user name and password of the super user are admin and admin. The
username and password of the common user are user and user. It is recommended that you change these default values

after logging in to the DSL gateway for the first time.
4. Click OK. The Network Status page appears.
To view the log for this gateway, click View log at the bottom of the page. The log appears in a separate window.
6. Tolog into the GUI, at the bottom of the page, click Manage gateway (advanced). The gateway interface appears, show-

ing the Device Info summary page.

Device Info

In this section, you can view data about your gateway and network, and configure DHCP, ARP, and WAN interfaces.

Summary

On this page, you can view device information such as the board ID, software version, and information about your WAN connection
such as the upstream rate and the LAN address.

Password: |

b

When you log into the gateway GUI, the Device Info summary page appears.

You can also reach this page by clicking Device Info > Summary in the left menu.
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SR516ac

Device Info

Board ID: SRS16ac

ymmetric CPU Threads: 2

Manufacturer: SmartRG

System Base MALC Address: |Elasiillocr iy

|".-'L_-||:|.:1-gq:r|1£-n1_

EHpOat Configuration File Origin: [5G

Serial Humber: SR516AA087-5000008

Build Timestamp: 171130_0852

Loftware Version: 1.0.0.102

Bootloader (CFE) Version: |55 B1: R

D5L PHY and Driver Version: [Ei«0=1gves= 108 .14
Wireless Driver Version: 7.35.260.54013
Uptime: 0D OH 2M 35

Line Rate - Upstream (Kbps):

Line Rate - Downstream (Kbps):

LAM IPv4 Address: 192.168.1.1

Default Gateway:

Primary DN5 Server: 0.0.0.0

5e dary DHM5 Server: 0.0.0.0

LAM IPvi LILA Address:

Default IPvh Gatey

Date /Time: Thu Jan 1 00:02:04 1970

WAN

The WAN status screen provides a high level overview of the connection between your Internet Service Provider and your gate-
way device. The WAN interface can physically be DSL or Ethernet and supports a number of Layer 2 and later configuration
options covered later in this document.

In the left navigation bar, click Device Info > WAN. The following page appears.
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SMART/RG

MART/RG SRS 16ac

orward thank ing

WAN Info

g | lgmp Sre | MLD | MLD See Pl Fvh

HAT Firpwall Skalus

s i [ it [ et Py Entd | Pay | Enable Arerss | Ahdress

| ptma.l |iooe 0Ll (IPoE| MR | Dwabled | Desabled | Dssabled | WA Wi | Enabled | Enabled | Unconfigured | 0.0.0.0

| eth1 | poe_etho [1poe|  ma  [oisabled | Dusabled | ousabled | wia | wa | Ensbied | Enabled [unconfigurea| c.0.0.0 |

A — —-—W

The fields on this page are defined below.

Field Name Description

Interface The connection interface (Layer 2 interface) through which the gateway handles the traffic.

Description  : The service identifier such as pppoe_0_1_1.35.
Type The service type. Options are PPPOE, IPOE, and Bridge.
VlanMuxid  :The VLAN ID. Options are Disabled or 0-4094.
[ The state of IPv6. Options are Enabled, Disabled, and N/A.
lgmpPxy The state of the IGMP proxy. Options are Enabled, Disabled, and N/A.
IgmpSrcEnbl  : The state of the IGMP source. Options are Enabled and Disabled.
MLDPxy The state of the MLD proxy. Options are Enabled, Disabled, and N/A.
MLDSrc Enable : The state of the MLD source. Options are Enabled, Disabled, and N/A.
NAT The state of NAT. Options are Enabled and Disabled.
Firewall The state of the Firewall. Options are Enabled and Disabled.
status The status of the WAN connection. Options are Disconnected, Unconfigured, Connecting, and Connected.

IPv6 Address : The obtained IPv6 address.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2018
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Statistics

In this section, you can view network interface information for LAN, WAN Service, xTM and DSL. Data is updated at 15-minute
intervals.

LAN

On this page, you can view the received and transmitted bytes, packets, errors and drops for each LAN interface configured on
your gateway. All local LAN Ethernet ports, Ethernet WAN ports and wireless interfaces are included.

In the left navigation bar, click Device Info > Statistics. The Statistics - LAN page appears.

Toreset these counters, click Reset Statistics near the bottom of the page.

SMART/RG’ SRS 16ac

orward thinking

Transmitbed

5 .:.I'||-.'.1'.I.I:'q'-:-;d-:.':'.'.. Multlcast .I.Inlrz.-.l:.L!:-.'-.'n-‘.-.'.'n'.l
Pt . sPls | Pits 'u;.--...--. :::-.---..'la.-,n--. :-|-.r.-:.:|=1.|-. [
47500 |4 o 77|15 |z 165540658950 |0 o (97 [17en  |4007
6 [0 |0 Jo |8 [0 ] o o o [0 fjo [0 |o a
o (o o Jo [o [0 o 0 o o [o 0 (o fo [
Foute o (o o Jo [0 |o o o o fo [o o [0 |o o
ARF o o |3 [0 [0 |0 o 2ra143 (azonfn [o o o |o o
fe o o [1 |0 o |o o o o fo o Jo [o fo 1

The fields on this page are defined below.

Field Name Description

Interface éAvailable LAN interfaces. Options are LAN1 - LAN4, ETHWAN, 5GHz Band, and 2.4 GHz Band.

Received & Transmitted columns
Bytes The total number of packets in bytes.
Pkts The total quantity of packets.
s The total quantity of error packets.
Drops ‘The total quantity of dropped packets.

WAN Service

On this page, you can view the received and transmitted bytes, packets, errors and drops for each WAN interface for your gate-
way. All WAN interfaces configured for your gateway are included.

In the left menu, click Device Info > Statistics > WAN Service. The Statistics - WAN page appears where you can view detailed
information about the status of your WAN.
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Toreset the counters, click Reset Statistics near the bottom of the page.

SMART/RG SRS16ac

arward thinking

Statisthcs -- WAN

Intarface Description |

The fields on this page are defined below.

Field Name Description

Interface ‘ Available WAN interfaces.

Bytes The total number of packets in bytes.
Pkts The total quantity of packets.

Errs The total quantity of error packets.
Drops ' The total quantity of dropped packets.
XTM

On this page, you can view the ATM/PTM statistics for your gateway. All WAN interfaces configured for your gateway are
included.

In the left navigation bar, click Device Info > Statistics > xTM. The Interface Statistics page appears.

Toreset these counters, click Reset near the bottom of the page.

SMART/RG SRS16ac

arveard think ng

The fields on this page are defined below.
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Port Number : Statistics for Port 1, or both ports if bonded.

In Cell Errors  : Total quantity of received cell errors.

xDSL

On this page, you can view the DSL statistics for your gateway. All xDSL (VDSL or ADSL) interfaces configured for your gateway are
included. The terms and their explanations are derived from the relevant ITU-T standards and referenced accordingly.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2018
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1. In the left navigation menu, click Device Info > Statistics > xDSL. The following page appears.

SMART/RG SRS 16ac

crwward thinki

Statistics -- xDSL

ez
7
PR N
1255339 o
7 3
QEASSSES [DORT IREE0
24574 o

o

Sl d =3l il EEQQGF:E

(=] L= =) =] =0 =]

=L BN Tat Pt tostnticn.

2. Torun an xDSL (BER) test, follow the instructions in Running xDSL (BER) tests.
3. Toreset the counters, click Reset Statistics near the bottom of the page.

The fields on this page are defined below.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2018
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Synchronized Time éTime when the last synchronization was performed.

Number of Syn- ‘Number of synchronizations performed.
chronizations :

Mode XDSL mode that the modem has trained under, such as VDSL2+, G.DMT, etc.
TrafficType Connection type. Options are ATM, PTM and ETH.
status Status of the connection. Options are Up, Disabled, NoSignal, and Initializing.
Link Power State Current link power management state (e.g., L0, 12,13

SNR Margin (0.1 db) ' Signal-to-noise ration (SNR) margin is the maximum increase (in dB) of the received noise power, such
- that the modem can still meet all of the target BERs over all the frame bearers. [2]

Attenuation (0.1 db) ' Signal attenuation is defined as the difference in dB between the power received at the near-end and
- that transmitted from the far-end. [2]

Attainable Rate (Kbps) : Typical obtainable sync rate, i.e., the attainable net data rate that the receive PMS-TC and PMD func-
. tions are designed to support under the following conditions:

« Single frame bearer and single latency operation.

« Signal-to-Noise Ratio Margin (SNRM) to be equal or above the SNR Target Margin.

« BER not to exceed the highest BER configured for one (or more) latency paths.

« Latency not to exceed the highest latency configured for one (or more) latency paths.

« Accounting for all coding gains available (e.g., trellis coding, RS FEC) with latency bound.
« Accounting for the loop characteristics at the instant of measurement. [2]

Rate (Kbps) ' Current net data rate of the xDSL link. Net data rate is defined as the sum of all frame bearer data
: rates over all latency paths. [2]

B (# of bytes in Mux Data: Nominal number of bytes from frame bearer #n per Mux Data Frame at Reference Point A in the cur-
Frame) ‘rent latency path.

M (# of Mux Data Frames : Number of Mux Data Frames per FEC Data Frame in the current latency path.
in FEC Data Frame

T (Mux Data Frames ' Ratio of the number of Mux Data Frames to the number of sync bytes in the current latency path.
over sync bytes)

R (# of check bytesin  :Number of Reed Solomon redundancy bytes per codeword in the current latency path. This is also the
FEC Data Frame) number of redundancy bytes per FEC Data Frame in the current latency path.

S (ratio of FEC over PMD : Ratio of FEC over PMD Data Frame length.
Data Frame length)

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2018
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L (# of bits in PMD Data :Number of bits from the latency path included per PMD.

| (interleaver block size ! Interleaving block size in the current latency path.

in bytes)

N (RScodewordsize) :The number of bits per codeword.

Delay (msec) PMS-TC delay in milliseconds of the current latency path (or the lowest latency path when running
- dual-latency paths).

INP (DMT symbol) Input level for DMT-managed DSL environments.

OHFrames ‘Number of xDSL OH Frames transmitted/received.

OHFrameErrors  :Number of xDSL OH Frames transmitted/received with errors.

Super Frames "
Super Frame Errors mn
RS Words Number of Reed-Solomon-based Forward Error Correction (FEC) codewords transmitted/received.

HEC Errors : Count of ATM HEC errors detected. As per ITU-T G.992.1 and G.992.3, a1-byte HEC is generated for
each ATM cell header. Error detection is implemented as defined in ITU-T .432.1 with the exception
‘that any HEC error shall be considered as a multiple bit error, and therefore, HEC Error Correction is
: not performed. [1],[2]

OCD Errors : Total number of Out-of-Cell Delineation errors. ATM Cell delineation is the process which allows iden-
+ tification of the cell boundaries. The HEC field is used to achieve cell delineation. [4] An OCD Error is
:counted when the cell delineation process transitions from the SYNC state to the HUNT state. [2]

........................... b mmmcceccececeacceccecacesccsccecceecescceacecces--sacseeemcemacea-easeaeemaemaeeanemeeemeeaoeaaemammeanan.anan

LCD Errors ' Total number of Loss of Cell Delineation errors. An LCD Error is counted when at least one OCD error is
. present in each of four consecutive overhead channel periods and SEF (Severely Errored Frame)
- defect is present. [2]

TotalCells Total number of cells (OAM and Data cells) transmitted/received.
DataCells Total number of data cells transmitted/received.
BitErrors . Total number of Idle Cell Bit Errors in the ATM Data Path. (3
Totalts Total number of Errored Seconds. This parameter is a count of 1-second intervals with one or more

| CRC-8 anomalies. [4]

Total SES ' Total number of Severely Errored Seconds. An SES is declared if, during a 1-second interval, there are
+ 18 or more CRC-8 anomalies in one or more of the received bearer channels, LOS (Loss of Signal)

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2018
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Field Name Description

: defects, SEF (Severely Errored Frame) defects, or LPR (Loss of Power) defects. [4]

Total UAS ‘ Total number of Un-Aavailable Seconds.

This is a count of 1-second intervals for which the xDSL line is unavailable. The xDSL line becomes
unavailable at the onset of 10 contiguous SESs (included in the unavailable time).

' Once unavailable, the xDSL line becomes available at the onset of 10 contiguous seconds with no SESs
» (excluded from unavailable time). [4]

References

[1] ITU-T Recommendation G.992.1 (1999), Asymmetric digital subscriber line (ADSL) transceivers

[2] ITU-T Recommendation G.992.3 (2005), Asymmetric digital subscriber line transceivers 2 (ADSL2)

[3] ITU-T Recommendation G.997.1 (2006), Physical layer management for digital subscriber line (DSL) transceivers

[4] ITU-T Recommendation 1.432.1 (1999), B-ISDN user-network interface - Physical layer specification: General characteristics

Running xDSL (BER) tests

1. Scroll to the bottom of the page and click xDSL BER Test. The ADSL BER Test dialog box appears.

. Mozilla Frefox —_ [m] -
192.168.1.1 fadmin/berstart. tstTherState=1
ADSL BER Test - Start

Thie ADSL Bit Error Rate (BER) test detérmmes
the quality of the ADSL connection, The test is
done by transfernng idle cells contamang a
known pattern and comparing the received
data with this known pattern to chedk for any
BITors.

Select the test duration below and dick "Start”™.

Tested Time (sec): 0 |

SRt Cleria

2. In the Tested Time field, select the duration in seconds and click Start. Options range from 1 second to 360 seconds.
The test transfers idle cells containing a known pattern and compares the received data with this known pattern. Com-
parison errors are tabulated and displayed. To stop the test, click Stop.
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@ Mazilla Firefox - o
1 192.168.1.1/admin/berrun tetTberTime= 20

ADSL BER Test - Running

The ®DSL BER test is in progress, The

conmection spadd 15 100008 Kbps. The test will

run for 20 seconds.

Click “Stop” to termanate the test.

Swoap | e

Waiting for 192.168.1,1...

3. When the test completes, a success dialog box appears.
Note: If the Error Ratio reaches e-5, you cannot access the Internet.

@ Mosilla Fircfox - O
ﬁ 192.168.1.1 fadmin/bersiop.tst
ADSL BER Test - Result

Thee ADSL BER test completed successfully.

20

Total Transferred Bits: [Qudaiedalaleelill: gzt g= ]

atal Error Bits: O 0000000000000000

OLO0e+00

Route

On this page, you can view the LAN and WAN route table information configured in your gateway for both IPv4 and IPv6 imple-
mentation.

In the left navigation bar, click Device Info > Route. The following page appears.
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SMART/RG’ SRS16ac
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Device Iafa -~ Redite

Flags: U = up, | - reject, G - gabeway, H - host, R - reinstate
O - dymbirie (Fedwact], M - madified (fedrect]

g | Maotric | Serdce Interface
0.0.0.0 10.101.40.1 | 00.0.0 us (o lipoe_0_1_1 |ptm0.1
10, 1004000 | 0u0.0.0 255.255.255.0 (U |0 ?M_{I_l_l otk 1
192.168.1.0 | 0.0.0.0 IE5.255.7550(U |0 | bl
IPVE Route

Flsgs: U - up, | - neject, G - gabeway, H - host, R - reinstate
D - dynamic (redect), M - modified (redrect).

Destination

2001:470:d93 164 us | 258 ipoe_0_1_1 (ptm0.1
B /64 u | 256 ethl

fe80:: /64 u 256 bri

Tef0; 64 U256 athl.0
fefi:: u | 258 etha

Tef0; /64 U |56 il

feB0:: /el I]._l:;;ﬁ ipoe_0_1_1 | ptmi.1
128 uo|n L]

0 AT 0-d5 N u ‘I::.r._-l-\‘_‘_‘- [ ] i

The fields on this page are defined below.

Field Name Description

Destination Destination IP addresses.

Gateway (For IPv4 only) Gateway IP address.
SubnetMask (For IPv4 only) Subnet Mask.
NextHop (For IPv6 only) Identifies the next server in the Pvé path, ifany.
Fag ‘statusof the flags.
Metric Number of hops toreach the default gateway.
Service Sevicetype.
Interface WAN/LAN interface.

ARP

On this page, you can view the MAC address and IP address information for the devices connected to the gateway.

In the left navigation bar, click Device Info > ARP. The following page appears.
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Device Info -- ARP

IF address Flags MAL Address

10.101.40.1 | Complete | 00:13:04:d6:3a:1a |brd
192.168.1.2 | Complete | 20:47:47:bb:8ace |brd
10.101.40.1 | Complete | 0D:13:04:d6:3a:1a | ptrnd.1
98:90:96:db:b5:57

10.101.40.63

CPU & Memory
Ak,

The fields on this page are defined below.

Field Name  Description

IP address :IP address of the host.

Device ' System level interface by which the host is connected. Options are: br(#), atm(#), eth(#), and ptm(#).

DHCP

On this page, you can view the host name, the IP address assigned by the DHCP server, the MAC address corresponding to the IP
address, and the DHCP lease time.

In the left navigation bar, select Device Info > DHCP. The following screen appears.

- MARTf RG SRE1éac

prward thinking

Darvice Infa <« DHCP Leases

P Address | Conmpcticn Type | P Addrass Assl vt | Status | Expires b

Dadamo-laptop | 20:47:47:bbi@ace | 192.168,1.2 | Ethernet Active | 22 hours, 33 minutes, 14 seconds

The fields on this page are defined below.

Field Name Description

Hostname ‘ Host name of each connected LAN device.

MAC Address  MAC address for each connected LAN device.
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IP Address *IP address for each connected LAN device.

Expires In : Time until the DHCP lease expires for each LAN device.

CPU & Memory

On this page, you can view the CPU and memory data for the gateway.

In the left navigation bar, click Device Info > CPU & Memory. The following page appears, showing the current usage and history.
The information refreshes automatically.

- MA RTJ'FRGVF SR516ac

igrwand thinking

System Performance

CPU Usage CPU O Usage History CPU 1 Usage History

— /

Physscal Memory Usage Hstory

129672 KB
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Advanced Setup

In this section, you can configure network interfaces, UPnP, quality of service, and other features.

Layer2 Interface
In this section, you can configure the network interfaces for your gateway.
ATM Interface

On this page, you can configure Asynchronous Transfer Mode / Permanent Virtual Circuit (ATM/PVC) settings for your gateway.
You can customize latency options, link type, encapsulation mode and more.

Note: Devices (gateways) on both ends of the connection must support ATM / PVC.

1. In the left navigation bar, click Advanced Setup > Layer2 Interface > ATM Interface and then click Add. The following
page appears.
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Device k ATM PVC Configuration
oL This screen allows you to configure a ATM PVC.
Layer? Interface

ATM Interface .,
w0 |i0-255)

PTM Interface

ETH Interface vci: [ |[32-65535)

WAN Serdce

VBN Salect DSL Latency

Ethemet Mode E’ Pathl {F‘“n

LAN O path1 (Intereaved)

MAT ]
Select DSL Link Type (Eod 15 for PPPOE, IPoE, and Brdge.)

uri by @ Eod

Farental Control {:j PPPOA

Quality of Service O IPoA

Routing —
Encapsulation Mode: [LLC/SHAP-BRIDGING ~
Service Category: [ver vthout PR~ |

Select Scheduler for Queues of Equal Precedence
g Round Robin (weight=1)

Wighted Fair Queuing
Fmpos Default Gueue Weight: [f ]r1-63)
Certificate
Default Queus Precedencs: ¢ |[1-8] (lower value, higher pricrity)
Hobe: For WFQ, the default gueue precedence will be applied to all other

i queues in the VC.
Wireless

Diagn
Dvia 5 Tools

Management

2. Modify the settings as needed, using the information in the table below.
3. Click Apply/Save to commit your changes. The new interface appears on the DSL ATM Interface Configuration page.
4. Toremove an interface, click the Remove checkbox next to it and then click the Remove button.

The fields on this page are defined below.

Field Name Description

VPI ' Enter a Virtual Path Identifier. A VPl is an 8-bit identifier that uniquely identifies a network path for ATM
cell packets to reach its destination. A unique VPl number is required for each ATM path. This setting
works with the VCI. Each individual DSL circuit must have a unique VPI/VCl combination. Options are 0-255.
: The default is zero (0).

vCl ' Enter a Virtual Channel Identifier. A VCl is a 16-bit identifier for a unique channel. Options are 32-65535.
' The default is 35.

Note: 1-31 are reserved for known protocols.
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Select DSL Latency : Select the level of DSL latency. Options are:

« PathO (Fast): No error correction and can provide lower latency on error-free lines. This is the
default.
« Path1 (Interleaved): Error checking that provides error-free data which increases latency.

...................... b emecceccecceccceccecceacescceccecsceeccs-ce-ceeceeccaaeeemeeaeeaacmaeea-emacmaceaeeaeemeaememeaneaaemmemaaeaeaaana.aan

Select DSL Link ' Select the linking protocol. Options are:

T
ype « EoA: Ethernet over ATM, used for PPPOE, IPoE, and Bridge. This is the default.

o PPPoOA: Point-to-Point Protocol over ATM.
o IPoA: Internet Protocol over ATM.

Encapsulation Mode: Select whether multiple protocols or only one protocol is carried per PVC (Permanent Virtual Circuit).
. Options are:

o LLC/ENCAPSULATION: (Available for PPPoA only) Logical Link Control (LLC) encapsulation protocols
used with multiple PVCs

« LLC/SNAP-BRIDGING: (Available for EoA only) Logical Link Control used to carry multiple protocols
in a single PVC.

« LLC/SNAP-ROUTING: (Available for IPoA only) LLC used to carry one protocol per PVC.

« VC/MUX: Virtual Circuit/Multiplexer creates a virtual connection used to carry one protocol per
PVC.

Service Category :Select the bit rate protocol. Options are:

« UBR without PCR: Unspecified Bit Rate with no Peak Cell Rate, flow control or time synchronization
between the traffic source and destination. Commonly used with applications that can tolerate
data / packet loss.

« UBR with PCR: Same as above but with a Peak Cell Rate.

« CBR: Constant Bit Rate relies on timing synchronization to make the network traffic predictable.
Used commonly in Video and Audio traffic network applications.

« Non Realtime VBR: Non Realtime Variable Bit Rate used for connections that transport traffic at a
variable rate. This category requires a guaranteed bandwidth and latency. It does not rely on tim-
ing synchronization between the destination and source.

« Realtime VBR: Realtime Variable Bit Rate. Same as the above option but relies on timing and syn-
chronization between the destination and source. This category is commonly used in networks with
compressed video traffic.

...................... b emecceccecceccceccecceacesccsccecscesccscce-ceaces-csacemeeaeeaeceaceaeemaemaeeeeeaeeaecmeeeaneaacamemaeaaamnn.aan

Select Scheduler :Select the algorithm used to schedule queue behavior. VC scheduling is different than scheduling done
for Queues of Equal : for default queues. Options are:
Precedence as the :

Default Queue « Round Robin (weight=1): Packets are accessed in a round robin style. Classes can be assigned.

Time slices are assigned to each process in equal portions and in circular order, handling all pro-
cesses without priority (also known as cyclic executive). This is the default.

« Weighted Fair Queuing: Packets are assigned in a specific queue. This data packet scheduling
technique allows different scheduling priorities to be assigned to statistically multiplexed data
flows. Since each data flow has its own queue, an ill-behaved flow (that sent larger packets or
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more packets per second than the others since it became active) will only affect itself and not
other sessions.

Default Queue Pre-: Enter the precedence of the specified group. The lower the value, the higher the priority. Options are 1-

cedence 8 The default is 8.

PTM Interface

SmartRG gateway follow VDSL2 standards to support Packet Transfer Mode (PTM). An alternative to ATM mode, PTM transports
packets (IP, PPP, Ethernet, MPLS, and others) over DSL links. For more information, refer to the IEEE802.3ah standard for Eth-
ernet in the First Mile (EFM).

On this page, you can configure PTM WAN interfaces.

1. In the left navigation bar, click Advanced Setup > Layer2 Interface > PTM Interface, and then click Add. The following
page appears.

SMART/RG’

orward thinking

SR51éac

Daviee Info PTM Configuration
Setup
ayerd interface This screen allows you to configure a PTM connection.

ATM Interface

PTM Imterface
ETH Interface

WAN Sendce
VPH

Ethemet Mode
LAN

HAT

Select DSL Latency
1 pathi (Fast)
[ pathi (Interenved)

Select Scheduler for Queues of Equal Precedence
® Round Robin (weight=1)

) weighted Fair Queuing " -

Default Queus Weight: (v |[1-63]

Securlty o ;
el Default Queus Precedence: 8 | [1-8] (lower value, highar priority)
o Mote: For WFQ, the default queue precedence will be apphed to ail other
queues in the ViC,
Routing
DS
D5l
_ UPTP,

2. Modify the settings as desired, using the information in the table below.
3. Click Apply/Save to commit your changes. The new interface appears on the PTM Configuration page.
4. Toremove an interface, click the Remove checkbox next to it and then click the Remove button.

The fields on this page are defined below.
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Select DSL Latency :Select the level of DSL latency. Options are:

« PathO (Fast): No error correction and can provide lower latency on error-free lines. This is

the default.
« Path1 (Interleaved): Error checking that provides error-free data which increases latency.

................................ b mmmccecceeccscceccecceecceccecceccee-csesceaces-eeaeeeceacemecmaceameaneaeemecmameaeeaecamemaaeaaa.nn.aan

Select Scheduler for Queues: Select the algorithm used to schedule queue behavior. VC scheduling is different than schedul-
of Equal Precedence as the :ing done for default queues. Options are:

Default Queue
Q « Round Robin (weight=1): Packets are accessed in a round robin style and classes can be

assigned. Time slices are assigned to each process in equal portions and in circular order,
handling all processes without priority (also known as cyclic executive). This is the
default.

« Weighted Fair Queuing: Packets are assigned in a specific queue. This data packet
scheduling technique allows different scheduling priorities to be assigned to statistically
multiplexed data flows. Since each data flow has its own queue, an ill-behaved flow (that
sent larger packets or more packets per second than the others since it became active)
will only affect itself and not other sessions.

Default Queue Precedence :Enter the precedence of the specified group. The lower the value, the higher the priority.
. Options are 1-8. The default is 8.

ETH Interface

On this page, you can configure ETH WAN interfaces. One of the four LAN ports on your gateway can be re-purposed to become an
RJ45 WAN port when needed.

Notes:

« Only one Ethernet WAN interface is allowed. If a WAN port it is already configured, you must remove it before you can
define a new one. Click the Remove checkbox and then click the Remove button. The Add button appears when the

existing port is removed.
« If aWAN port is already configured and associated with a WAN service, you must remove the WAN service configuration

before you can remove the port on this page.
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1. In the left navigation bar, click Advanced Setup > Layer2 Interface > ETH Interface. The following page appears.

- '4AIQ1-/I:!G'3 SR516ac

orward thinking

Device Info ETH WAN Interface Configuration

Advanced Setup

: Choose Add, or Remove to configure ETH WAN interfaces.
Layer? Interface Allow one ETH as layer 2 wan interface.

ATM Interface
FTM Interface
ETH Interface ethO/LAN1 | VianMuxMode O
WAN Service
VPN L

Mame | Connection Mode | Remaove

Ethemnet Mode

2. Toremove an entry, click the Remove checkbox next to the entry and then click the Remove button.
3. Toadd an entry, click Add. The following page appears.

SMART/RG’

orward thinking

Device Infa
Advanced Setup
Layer? Interface
ATM Interface Full Gigabit WAN Interfaces (GMAC): ethd WAN Only
PTM Interface Interfaces: eth4d
ETH Interface Select an ETH port:
WAN Service
VPH
Ethernet Mode
LAN

ETH WAN Configuration
This screen allows you to configure an ETH port .

eth4(ETHWAN ¥
Back || Apply/Sawve |

4. Select the LAN port you want to use as a WAN port.
5. Click Apply/Save to commit your changes. The interface is added to the ETH WAN Interface Configuration page.

WAN Service

On this page, you can add, remove, or edit a WAN service. You must configure the related interface (ATM, ETH or PTM) first. You
can configure services for PPPoE, IPoE, and Bridging. A sample configuration scenario is provided for each variation.

1. In the left navigation, click Advanced Setup > WAN Service. The following page appears, showing any services already
configured.
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Wikde Area Netwerk [WANH] Service Setup

Chooie Add, Bemove o Edi 1o configuns & WAN ferace cwer & sekicted riterf e,

o 003
atm0.3 | b 0_0_35 |Bmdge| M@ M M

mmo.1 | eoe 0_1_1 | 1Pel LT LT Canabibed
Lo | ipoe_ethd 1PoE HiA MR Cusabled Enabled | Cssabled | Cssabled | Cosabled ]
ppp0.1 | peess_0_0_35 | PPPeE hA MiA Cniabiles Enabled | Enabled | Dusiblad | Driablad a =

2. Toadd aservice, click Add. The following page appears.
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WAN Service Interface Configuration

Layer? Interface Select a layer 2 interface for this service

WAH Service Mote: For ATM interface, the descriptor string is (portid_vpi_vci)
VPN Far PTM interface, the descriptor string is (portld_hagh_low)
Where portld=0 --> DSL Latency PATHO

portld=1 --> D5L Latency PATH1
LAN portid=4 --> DSL Latency PATHOS1
MAT low =0 --= Low FTM Priority not set

Ethernet Mode

L low =1 --> Low PTM Priorty set
security high =0 --> High PTM Priority not set
Parental Control high =1 --> High PTM Priority st

tm0/(0_0_35) ~

DS
D5l

UFnP
D5 Proscy

3. Maodify the settings as desired, using the information in the topics listed below:
o PPP over Ethernet WAN Service
o IP over Ethernet WAN Service
« Bridging
4, Toedit an interface:
a. Click the Edit button at the far right.
b. Modify the settings as needed and then click through to click Apply/Save.
5. Toremove an interface, click the Remove checkbox next to it and then click the Remove button.

PPP over Ethernet WAN Service
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There are several parts to configuring a PPP over Ethernet (PPPoE) WAN service. You will progress through several pages to com-
plete the configuration.

Note: You can configure 7 services. If 7 services are configured, you must remove 1 of the services before configuring a new one.

1. In the left navigation bar, click Advanced Setup > WAN Service and then click Add. The following page appears.

SMART/RG'
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Layer? Interface
WAN Service
VPH

Ethernet Mode
L&

MAT

Security
Parental Control

Quality of Service

Routing
DHS

DSl

UPnP

D5 Proxy

WAN Service Interface Configuration

Select a layer 2 mterface for this service

Nate: For ATM interface, the descriptor string is (portld_vpi_wci)
For PTM nterface, the descriptor string s (portld_hagh_low)
Where portld=0 --> DSL Latency PATHO
portld=1 --> D5SL Latency PATH1
portid=4 --> DSL Latency PATHOS1
low =0 --> Low PTM Pnorty not set
low =1 - _l'.uw PTM Prionity set
high =0 --> High FTM Pnornty not set
high =1 --> High PTM Prionty set

atmo/(0_0_35) ~|
Back Hgxt

2. Select the Layer 2 interface to use for the WAN service.
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3. Click Next. The following page appears.

SMART/RG’ SR516ac
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Device Info

WA Service

VPN

Ethemet Mode
LAN

HAT

Security

Quality of Service
Routing

WAN Service Configuration

Select WAN service type:
®ppp gver Ethernet (PPPoE)
1P over Ethernet
DBrpd-;mq

Enter Service Descru:ltiun::égﬁ__ﬂ__fi__{!;

For tagged service, enter valid 802.1F Prionty and 802.1Q VLAN 1D,
For untagged service, set -1 to both 802.1P Prionty and 802.1Q

VLAN ID.
Enter 802.1P Pricrity [0-7]; [
Enter 802.1Q VLAN 1D [0-4094]: |1
Network Protocel Selection:
— | TPva Only -
rouping L 4
IP Tunnel
Certificate Back Mt

r BAan agemen

4. In the WAN Service Type field, accept the default of PPP over Ethernet (PPPoE).
5. (Optional) Modify the other fields, using the information in the following table.

Field Name Description

Enter Service Descrip- : (Optional) Enter a name to describe this configuration.
tion .

Enter 802.1P Priority Enter the priority for this service. Options are 0 - 7. The default is 0.
For tagged service, enter values in this field and the 802.1Q VLAN ID field.
For untagged service, accept the defaults of -1 (disabled) in this field and the 802.1Q VLAN ID
: field.
‘Enter 802.1QVLANID  : Enter the VLAN ID for this service. Options are 0 - 4094. The default is -1 (disabled).
For tagged service, enter values in this field and the 802.1P Priority field.

For untagged service, accept the defaults of-1 (disabled) in this field and the 802.1P Priority
- field.
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Network Protocol Selec- Different scheduling priorities can be applied to statistically multiplexed data flows. Since

tion each data flow has its own queue, an ill-behaved flow (which has sent larger packets or more
- packets per second than the others) will only punish itself and not other sessions. Options are
IPv4 Only, IPv4&IPvé6 (Dual Stack), and IPvé Only.

' Note: When you select IPV4&IPV6 or IPV6, the options presented on later pages change accord-
vingly.
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6. Click Next. The following page appears where you will configure the PPP Username, Password and related information.

SMART/RG’ SR516ac

orward thinking

PPP Username and Password

PPP usually requeres that you have a user name and paseword to estabhsh your
connection. In the boxes below, enter the user name and password that your ISP has
provided [o you.

PPP Usermame:

PPP Password:
FPPOE Service Name: :
Authenteation Method: AUTO )

_—
MTU[S76-1482]: | vt

1 Enable KeepAlive

LCP Eche Intervall1-60]: | seconds
LCP Echa Failura[1-100]:8  |times
Enable MAT

Enable Fulltane NAT
Enable MAC Clone
Enable Frrewall

nal on demand (with idle bmeout timer)
PPP [P extension
Usae Static [Pv4 Address

BEO000 OO0 @

Retry PPP password on authenbcalyon enmor

ax PPP authentication retries(1-65536):
Enabla 1Fw Unnumbersd Model

Juse 65536 o retry forever)

Lawnch Dhepte for Address Assapnment (LANA)
Lawsnch Dhepic for Prefic Delegation (LAPD)

Enable PRE Debug Mode

O0O®O0o

Bridge PPPOE Frames Between WAN and Lecal Pons

IGMP Multicast
[0 Enable 16MP Multicast Proxy

[0 Enable IGMP Multicast Saurce

MLD Multicast
[0 Enable MLD Multicast Proxy

[0 Enable MLD Multicast Sounce
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7. Modify the fields as needed, using the information in the table provided below.

Field Name Description

PPP Username ' Enter the username required for authentication to the PPP server.
PPP Password Enter the password required for authentication to the PPP server
PPPOE Service Name (Optional) Enter a description for this service

Authentication Method ' Select a means for authentication. Options are:
: o AUTO: Attempt to automatically detect the handshake protocol (listed below).
o PAP: Password Authentication Protocol (plaintext passwords).
o CHAP: Challenge Handshake Authentication Protocol. (MD5 hashing scheme on pass-
words).
o MSCHAP: Microsoft Challenge Handshake Authentication Protocol. (Microsoft encryp-
ted password authentication protocol).

MTU [576-1492] Enter the MTU (Maximum Transmission Unit) size. Options are 576 - 1492 bytes. The default
:lS 1492 bytes.

Enable KeepAlive ' This option is enabled by default. To disable keepalive packets, clear the checkbox. Enter val-
ues in the following fields:
o LCP Echo Interval [1-60]: Enter the interval for sending echos in seconds. The
default is 30 seconds.
o LCP Echo Failure [1-100]: Enter the number of times that echos should be sent
before reporting echo failure. The default is 5 times.

Enable NAT Th1s option is enabled by default. To disable NAT (Network Address Translation), clear the
;  checkbox.
Enable Fullcone NAT : Click to enable "one-to-one" NAT. All requests from the same internal IP address and port are

mapped to the same external IP address and port. In addition, any external host can send a
: packet to the internal host by sending a packet to the mapped external address.

:Warning Enabling this option will disable network acceleration and some security settings.

Enable MAC Clone Clle to enable MAC cloning. Additional fields appear. Options are:
« Enter the MAC address that you want to clone.
o Touse the MAC address of the connected PC, click Clone the PC MAC Address.

Dial on Demand : Click to enable dialing on-demand. The Inactivity Timeout (minutes) field appears. Enter the
. of minutes before a session is timed out. Options are 1 - 4320. The default is zero (0).

When this option is enabled, connection automatically starts when there is outbound traffic
. to the Internet. It automatically terminates if the connection is idle, based on the value in
‘the Idle Timeout setting.

PPP IP extension : Click to forward all traffic to the specified DMZ IP. When you select this option, the NAT and
. Firewall fields are hidden.
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Use Static IPv4 Address : Click to use the IPv4 Address associated with this WAN service. The IPv4 Address field
- appears. Enter the static IPv4 address for this WAN service.

Retry PPP password on : This option is enabled by default. In the Max PPP authentication retries (1-65536) field,
authentication error -enter the number of tries allowed. The default is 65536 (unlimited tries).

To prevent retrying the PPP password after authentication errors, clear the checkbox.

Enable IPv6 Unnumbered : (Available only for IPv6 environments) Click to enable IP processing on a serial interface

Model éwithout assigning it an explicit IP address. The IP address of another interface can "borrow”
‘the IP address of another interface already configured on the router, which conserves net-
work and address space.

Launch Dhcpéc for ' (Available only for IPv6 environments) Click to enable the gateway to receive the WAN IP
Address Assignment . from the ISP.
(IANA) :

Launch Dhcpéc for Prefix : (Available only for IPv6 environments) This option is enabled by default and enables the gate-
Delegation (IAPD) - way to generate the WAN IP’s prefix from the server’s REST by MAC address. To disable this
- options, clear the checkbox.

Enable PPP Debug Mode : Click to have the system put more PPP connection information into the system log of the
- device. This is for debugging errors and not for normal usage.

Bridge PPPoE Frames ' Select to enable PPPoE passthrough to relay PPPoE connections from behind the modem. Also
Between WAN and Local :known as Half-Bridged mode.
Ports :

Enable IGMP Multicast  : Click to enable Internet Group Membership Protocol (IGMP) multicast. Used by IPv4 hosts to
Proxy ' report multicast group memberships to any neighboring multicast routers.

Enable IGMP Multicast ' Click to enable this service to act as an IGMP multicast source.
Source .

Enable MLD Multicast ' (Avdilable only for IPv6 environments) Click to enable MLD multicast. Used by IPv4 hosts to

Proxy ' report multicast group memberships to any neighboring multicast routers.
Enable MLD Multicast ' (Avdilable only for IPv6 environments) Click to enable this service to act as an MLD multicast
Source .source.

8. Click Next. The following page appears where you will select the interface used as a default gateway used for the PPP
service being created.
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Raouting -- Default Gateway

Default gateway interface list can have multiple WAN nterfaces to serve as
J5 system default gateways but only one will be used according to the prcrity
with the first being the highest and the last one the lowest prionty if the

VPH WAN interface is connected. Prionty order can be changad by removing all

Etheme e and adding them badk in again.
LAN
Selected Default Avallable Routed WAN
Gateway Interfaces Interfaces
.ph'ri:l.:l. . .pppl)-‘:
ethi. 1

1Pwk: Select a preferred wan interface as the system default IPvE gateway.

Selected WAN Interface | pppoe_0_0_35/ppp0.1 ~ |

9. Click the arrows to move your selections from left to right or from right to left.
10. (Optional) For IPv6 environments, in the Selected WAN Interface field, select the preferred WAN interface for the
default IPvé6 gateway.
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11. Click Next. The following page appears where you will select DNS Server settings.

SMART/RG’ SRS 16ac
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DHS Server Configuration

Select DNS Server Interface from available WaN interfaces OR enter static DNS
senver [P addresses for the system. In ATM maode, if only a single PVC with IPoA or
static [PoE protocol s conhgured, State DNS server [P addresses must be enterad.,
DHS Server Interfaces can have multiple WAN interfaces to serve as system DNS
servers but only one will be used accordmng to the prionty with the first being the
highest and the last one the lowest prionty if the WAN interface is connected.
Prignity order can be changed by removing all and adding them badk in again.

® Splect DNS Server Interface from available WAN interfaces:

Selected DNS Server Available Wan
Inberfaces Interfaces
[ptma.1 | [pppo.a
etho.1
UPnP 2

DNS F

(8

) Use the following Static DNS TP addrass:
Primary DNS server: ]
Secondary DNS server: | ]

IPw6: Select the configured WAN interface for IPvS DNS server information.
Mote that selecting a WAN interface for IPvG DNS server will enable DHCPVE Chent
on that interface,

@ Obtan IPvG DNS info from a WAN interface:
WaN Interface selected: | pppoe_0_0_35/ppp0.1 v:

CUse the following Static IPvG DNS address:
Frimary IPvE DING Seraer:
Secondary IPvG DNS server:

12. Do one of the following to configure the DNS:
« Select the DNS server interface: Select interface entries and click the arrows to move the entries right or left.
« Define a static DNS IP address: Click Use the following Static DNS IP address and enter the DNS server IP
addresses.
« Obtain IPv6 DNS info from a WAN interface: In the Obtain IPv6é DNS info from a WAN interface field, select a
WAN interface.
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« Define a static IPv6 DNS IP address: Click Use the following Static IPv6 DNS address and enter the DNS server

IP addresses.

13. Click Next. The summary page appears indicating that your PPPoE WAN setup is complete.

SMART/RG’

'orward thinking

WAM Service
VPN

Ethemet Mode
LAM

MNAT

Secur by

Parental Control
Crualit 5
Routing

DS

D5L

Certificate

WAN Setup - Summary

SR516ac

Make sure that the settings below match the settings provided by your ISP

Conndction Type:
HAT:

Full Cone MAT:
Firewall:

IGMP Mt

IGMP My Enabled:
MLD Multicas

MLD Multicas

ce Enabled:

Chek “Apply/Save” to have this nterface to be effectrve. Chck "Back”™ bo make any

madifications.,

Back | | Appiyriave

14. Review the summary and either click Apply/Save to commit your changes or click Back to step through the pages in
reverse order to make any necessary alterations.

IP over Ethernet WAN Service

There are several parts to configuring an IP over Ethernet (IPoE) WAN service. You will progress through several pages to com-

plete the configuration.

Before you can configure a WAN service, make sure that the related Layer2 Interface has been configured.
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1. In the left navigation bar, click Advanced Setup > WAN Service and then click Add. The following page appears.

SMART/RG

orward thinking

Fiup
Layer? Interface
WAHN Service
]

Ethernet Mode

MAT
Security
Parental Control

Quality of Service

D5 Prosxy

SR516ac

WAN Service Interface Configuration

Select a layer 2 mnterface for this senace

Mote: For ATM interface, the descriptor string is (portld_vpi_vd)
For PTM mterface, the deschiptor string s (portld_hagh_low)
Where portld=0 --> DSL Latency PATHO
portld=1 --> D5L Latency PATH1
portld=4 --> DSL Latency PATHO&]
low =0 --> Low PTM Pnority not set
low =1 - Low PTM Prionity set
high =0 > High FTM Priorty not set
high =1 --> High PTM Prigrity set

atmay(0_0_35)
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2. Select an ATM interface to use for the WAN service and click Next. The following page appears.

SMART/RG’ SRS 16ac

WAN Service
VPH

Ethemet Mode
LAM

AT

Security

UPnP

DS Proogy

Interface Grouping
IF Tunned
Certificate

Power Management

WAN Service Conliguration

Select WAN service bype:

I PPP over Ethernet (PPPoE)
® [P gver Ethernet

O eridging

Enker Serice Des;u'ipl:iun:::t;ﬂ_.ﬂ_.ﬁ_i'!.

For tagged service, enter valid 802, 1F Prionity and 802,10 VLAN 1D,
For untagged service, set -1 to both 802, 1P Priority and B02.10Q VLAN ID.

Enter 802.1P Priority [0-7]:
Enter 802,10 VLAN 1D [0-4094):
Ketwork Protocol Selection:

| 1P Ondy |

3. Select IP over Ethernet.
4, Modify the other fields as needed, using the information in the following table.

Field Name Description

Enter Service
Description

f (Optional) Enter a name to describe this configuration.

Enter 802.1P Pr1or1ty Options are 0 - 7. The default is -1 (disabled).

Enter 802.1Q VLAN

Network Protocol
Selection

E For tagged service, enter values in this field and the 802.1Q VLAN ID field.

For untagged service, accept the defaults of -1 (disabled) in this field and the 802.1Q VLAN ID
 field.

: Options are 0 - 4094. The default is -1 (disabled).
For tagged service, enter values in this field and the 802.1P Priority field.

For untagged service, accept the defaults of -1 (disabled) in this field and the 802.1P Priority

: field.

' Different scheduling priorities can be applied to statistically multiplexed data flows. Since each
- data flow has its own queue, an ill-behaved flow (which has sent larger packets or more packets

:per second than the others) will only punish itself and not other sessions. Options are IPv4 Only,
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' IPv4&IPv6 (Dual Stack), and IPvé Only. The default is IPv4 Only.

Note: When you select IPV4&IPV6 or IPV6, the options presented on later pages change accord-
Lingly.
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5. Click Next. The following page appears.

SMART/RG SRS 16ac

'orward thinking

WAMN 1P Settings

Enter informatoen provided to you by your ISP to configure the WAN IP sethings.
Hotice: If "Obtan an [P address automatically™ s chosen, DHCP will be enabled for
PVC in [Pof mode,

If “Use the following Static IPv4/IPv6 address” is chosen, enter the WaN IPva/IPvE
address, subnet mask/prefic Length and interface gateway.

® gbtain an IP address autematically

Optan 50 Reguest 1P Address:

Opbion 51 Reguest Leased Time: 0

Option 54 Request Server ]

Address: —_— |

Ophion 55 Request List : (e.9:1,3,6,12)
Option 58 Renewal Tima: (hegaar)

Opbion 59 Rebanding Time: {eaar)

Option 60 Vendor 1D:

Opton &1 1AID: (8 hexadeamal digits)
Option &1 DUID: {hexadecamal digit)
Ophbion 77 User ID: | |

Option 125: ® pisable O enable

0 Use the following Static 1P address

WAN [P Address;

prtificati

WaN Subnet Mask:

WAN gateway IP Address:
Primary DNS server:
Secondary DNS server:

Managomaent

Enter informatien provided to you by your ISP to configure the WAN IPvS settings,
Hotice:

If "Obtan a0 IPvE address automatically”™ i$ chagen, DHCPWE Chent will be enablied
on this WAMN interface.

If “Use the following Stabc IPv6 address” is chosen, enter the static WAN IPv5
address. If the address prefoc length i not speafied, & will be default to /64,

® obtain an IPv6 address automatically
O ohopvs address assignmant (TAMA)
b1 Dhepvs Prefix Delegation (IAPD)

O Uze the following Static IPVG address
WAN IPvE Address/Prefic Length:

Prefic DelegationPrefoc Length:

Specaly the Next-Hop 1PvE address for this WAN interface.
Hotice: This address can be either a link local or a global unicast 1Pvé address.,

WaN Next-Hop IPvE Address:

[J Enable MAC Clone
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6. Enter the relevant WAN IP Settings, using the information provided in the table below.

Field Name Description

Obtain an IP address auto- ' This option is selected by default. DHCP is enabled in MER mode. Click to prevent
matically - the ISP automatically assigning the WAN IP to the gateway.

Option 50 Request IP Address  :Enter the IP address to be used when sending messages. If the specified address is
. not available, the DHCP server assigns the next allowed IP address.

Option 54 Request Server ' Enter the IP address of the source server.

Address :

Option 55 Request List ' Enter the configuration parameter numbers, separated by commas.

Option 58 Renewal Time ' Enter the number of hours before the DHCP client begins to renew its address
- lease with the DHCP server.

Option 59 Rebinding Time ' Enter the number of hours before the DHCP client enters the rebinding state if it
+has not renewed its current address lease with the DHCP server.

Option 60 Vendor ID ' (Optional) Enter the vendor ID to broadcast so the DHCP server can accept the
. device.

Option 61 IAID ' (Optional) Enter the Interface Association Identifier (IAID). This is a unique iden-
 tifier for an IA, chosen by the client.

Option 61 DUID ' (Optional) Enter the DHCP Unique Identifier (DUID) is used by the client to get an
. IP address from the DHCP server.

Option 77 User ID ' (Optional) Enter the user class ID that should be used to filter traffic.

Option 125 ' (Optional) Select whether local devices can automatically receive DHCP options
. from the server. The default is Disable.

Use the following Static IP ' Click to manually declare the static IP information provided by your ISP. When you

address ' select this option, you must enter the WAN IP address, subnet mask and gateway
' IP address.

WAN IP Address ' (Avdilable only when Static IP address is selected) Enter the static WAN IPV4
raddress.

WAN Subnet Mask ' (Avdilable only when Static IP address is selected) Enter the static subnet mask.

WAN gateway IP Address ' (Avdilable only when Static IP address is selected) Enter the static gateway IP

éaddress.

Primary DNS Server ' (Avdilable only when Static IP address is selected) (Optional) Enter the IP
- address of the primary DNS server.

Secondary DNS Server ' (Avdilable only when Static IP address is selected) (Optional) Enter the IP
- address of the secondary DNS server.
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IPv6 settings section

The following fields appear when either IPv6 Only or IPv4&IPv6 (Dual Stack) is selected in the Network Protocol
Selection field on the WAN Service Configuration page.

Obtain an IPv6 address auto- ' This option is set to enabled by default and allows the ISP to automatically assign
matically . the WAN IP address to the gateway. To disable the DHCPv6 Client on this WAN
“interface, click the radio button.

Dhcpvé Address Assignment ' Select this option for the CPE to receive the WAN IP from the ISP.
(IANA) :

Dhcpvé Prefix Delegation (IAPD) : This option is selected by default. The CPE generates the WAN IP's prefix from the
.server's REST by MAC address. To disable this option, clear the checkbox.

Use the following Static IPv6 ' Select this option to enter the vé Static IP information provided by your ISP.

address
WAN IPv6 Address/Prefix ' (Available only when Static IPvé address is selected) If entering a static IP
Length -address, enter the IP address / prefix length. If you do not specify a prefix length,

' the default of /64 is used.

.................................... Feeeccceccecceccccccecceccecscecccecceecescescceecseeeasemeemeeeameaneameaaeeaeaaeaaan.aan

Prefix Delegation/Prefix Length : (Available only when Static IPvé address is selected) (Optional) Enter the prefix
- delegation ID and prefix length for WAN.

WAN Next-Hop IPv6 address ' (Available only when Static IPvé address is selected) Enter the IP address of the
next WAN in the group. This address can be either a local link or a global unicast
' IPv6 address.

.................................... Feeeccceccecceccccccecceccecscecccecceecescescceecseeeasemeemeeeameaneameaaeeaeaaeaaan.aan

Enable MAC Clone ' (Available for IPv4-only or IPv4-IPv6 Dual Stack environments) Select to enable
MAC cloning; then enter the MAC address that you want to clone.

éTo use the MAC address of the connected PC, click Clone the PC MAC Address.

' To use a dynamic MAC address, leave this field as-is.
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WAN Service
VEN

Ethemet Mode
LAN

MAT

SR516ac

Hetwork Address Translation Settings
Network Address Translation (NAT) allows you to share one Wide Area

Network (WAN) [P address for multiple computers on your Local Area
Network [(LAN).

[ Enable NAT
[0 Enable Fullcone NAT

B Enable Firewall

SMART/RG

Securlty
Faren tro
Cuality of Service IGMP Multicast

Fouting [0 Enable IGMP Multscast Proxy

DS [0 Enable IGMP Multicast Sowrce
DSl

MLD Multicast
O Enable MLD Multicast Proxy

[0 Enable MLD Multicast Sowrce
Certificate | o

Power Management

Multicast

LK el i

8. Modify the settings as needed for your environment.
Network Address Translation (NAT) allows you to share one Wide Area Network (WAN) IP address for multiple computers
on your Local Area Network (LAN). If you do not want to enable NAT (atypical) and wish the user of this gateway to access
the Internet normally, you need to add a route on the uplink equipment. Failure to do so will cause access to the Inter-
net to fail.

The fields on this page are defined below.

FIELD NAME DESCRIPTION

Enable NAT ' This option is selected by default. Click to disable sharing the WAN interface across multiple
» devices on the LAN. This setting also enables the functions in the NAT sub-menu and addition
: PPPOE NAT features to select.

........................ b mmceecceccecceeccecceccescceccsscesces-ce-cea-eacemeceecsaeeaeemeceeeeaeeaaeemeeaeeeeeaeeamaaeanan.ann

Enable Fullcone NAT : Click to enable one-to-one NAT. All requests from the same internal IP address and port are
» mapped to the same external IP address and port. In addition, any external host can send a
: packet to the internal host by sending a packet to the mapped external address.

Warning: Enabling this option will disable network acceleration and some security settings.

Enable Firewall ' This option is selected by default. Click to disable functions in the Security sub-menu.
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Enable IGMP Mult- :Select to enable Internet Group Membership Protocol (IGMP) multicast. Used by IPv4 hosts to
icast Proxy : report multicast group memberships to any neighboring multicast routers.

Enable IGMP Mult-  :Select to enable this service to act as an IGMP multicast source.
icast Source .

Enable MLD Multicast : (Available only for IPv6 environments) Select to enable this service to act as a multicast source.
Source :

9. Click Next. The following page appears.

SMART/RG’ SRS16ac

orward thinking

Device Info Routing -- Default Gateway
Advanced Setup
Layer? Interface Default gateway interface list can have multiple WAN interfaces to serve
WAN Servdos as system default gateways but cnly one will be used according to the
s priarity with the first being the lighest and the last one the loweast pronty
YPN if the WAN interface is connected. Prionty order can be changed by
Ethemet Mode remavwing all and adding them badk in again.
LAN
HAT Selected Default Available Routed WAN
Security Gateway Interfaces Interfaces
Parénta Control pimd.1 —
CQuality of Sendce athi.1
Routing pep0.1
DS ==
DSL
.-
UPnP
Interface Grou ping
IF Tunmel
Certificate
Fower Management IPvE: Select 3 preferred wan interface as the system default IPvE
Multicast gateway.

Selected WaN Interface ipoe_0_0_35/atm0.2 |

10. Select a WAN interface to act as the system default gateway or accept the default interface.
11. (Optional) For IPv6 environments, in the Selected WAN Interface field, select the preferred WAN interface for the
default IPvé gateway.
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12. Click Next. The following page appears.

SMART/RG’ SRS16ac

DNS Server Configuration

Select DMS Server Interface from avadable WAN interfaces OR enter static DNS
server [P addresses for the system, In ATM mode, f enly a single PVC with [Pod or
static IPoE protocol is configured, Static DWNS server [P addresses must be entered.
DMS Server Interfaces can have multiple WAN inberfaces to serve as system DNS
servers but only one will be used according to the pnonty with the first beng the
highest and the last one the lowest priority  the WaN interface is connected.
Prority order can be changed by removing all and adding them badk in again.

® Select DNS Server Interface from available WAN interfaces:

Selected DNS Server fvailable WaN
Interfaces Interfaces
ethi.1
pppl.1

) use the following Static DNS 1P address:
Primary DNS server: | ]
Secondary DNS server; |

IPv6: Select the configured WaN interface for IPvG DNS server information.
Noba that selecting a WAN interface for [PvE DNS server will enable DHCPwE Chent
on that interface.

® obrain IPvG DNS info from 3 WAN interface:
WAN Interface selected: :lppp-u-g_ﬂ_ﬂ_ss."pppﬂ.l v:

Cluse the following Static IPv6 DNS address:
Primary 1PV DNS server:
Secandary IPvG DNS server:

13. Modify the settings as needed.
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14. Click Next. The following page appears.

S MARTf RG’ SR516ac

'orward thinking

Device Info WAN Setup - Summary

Make sure that the settmgs beélow matdh the settings proveded by your ISP
M Service

VPN

Ethemet Mode

LM

Routing

Enabded: [u
DINS i

5L

UPnP Chek “Apply/Save” to have this mterface to be effective. Click “Back™ to make
DS ) any modifications,
Inter £ i L gy M

IP Tunned

" priifir

15. Review the IPoE settings. You can modify the settings by clicking the Back button.
16. Click Apply/Save to save and apply the settings.

Bridging

Before you can configure a bridge WAN service, you must create the related Layer2 ATM interface.
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orward thinking

Fiup
Layer? Interface
WAHN Service
]

Ethernet Mode

MAT
Security
Parental Control

Quality of Service

D5 Prosxy

2. Select the interface for the WAN service and then click Next. The following page appears.

- MART/ RG‘S SR516ac

WAN Service Interface Configuration

Select a layer 2 mnterface for this senace

Mote: For ATM interface, the descriptor string is (portld_vpi_vd)
For PTM mterface, the deschiptor string s (portld_hagh_low)
Where portld=0 --> DSL Latency PATHO
portld=1 --> D5L Latency PATH1
portld=4 --> DSL Latency PATHO&]
low =0 --> Low PTM Pnority not set
low =1 - Low PTM Prionity set
high =0 > High FTM Priorty not set
high =1 --> High PTM Prigrity set

atmay(0_0_35)

SMART/RG

orwand thinking

SRS516ac

WAN Service Confliguration

Select WAN service bypa:

('pPP over Ethemet (PPPoE)
P over Ethemet

® Bridaging

[0 Allow as 1GMP Mulicast Source
[J amow as MLD Multicast Source

Enter Service Description:[s<2.0.3%

For tagged service, enber valid 802, 1P Prionty and 802,10 VLAN 1D,
For untagged service, set -1 to both 802, 1P Priority and 802, 10 VLAN ID.

Enter $02.1P Priorty [0-7); ]
Enter 802.1Q VLAN 1D [0-4094]: |-
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3. Select Bridging. Multicast source fields appear.
4. Modify the other fields as needed, using the information in the following table.

Field Name Description

Allow as IGMP Multicast : Select to enable this service to act as an IGMP multicast source.

Allow as MLD Multicast :Select to enable this service to act as an MLD multicast source.
Source .

Enter Service Descrip- : (Optional) Enter a different name to describe this configuration.
tion :

Enter 802.1P Priority  :Options are 0 - 7. The default is -1 (disabled).
For tagged service, enter values in this field and the 802.1Q VLAN ID field.

For untagged service, accept the default of -1 (disabled) in this field and in the 802.1Q VLAN
11D field.

Enter 802.1Q VLAN ID  : Options are 0 - 4094. The default is -1 (disabled).
For tagged service, enter values in this field and the 802.1P Priority field.

For untagged service, accept the default of -1 (disabled) in this field and in the 802.1P Pri-
‘ority field.
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5. Click Next. The summary page appears indicating that your Bridging WAN setup is complete.

: . T/RG SR516ac

Device Info WAN Setup - Summary

d Setup Make zure that the settings below match the settings provided by your ISP,

Interface

Connection Type:

Ethemet Mode
LAN

HAT

Security

=nbal O

Routing
DMS
DSL
e Click “Apply/Save” to have this interface to be effective. Click "Back” to make
anmy modifications.

Bach | | depiylSave

IF Tunnel

Certificate

6. Review the summary and either click Apply/Save to commit your changes or click Back to step through the pages in
reverse order to make any necessary alterations.

VPN

In this section, you can configure tunneling protocols (L2TP or PPTP clients) for your network. The settings are usually specific to
a customer's ISP.

L2TP Client Configuration

On this page, you can configure the L2TP (Layer 2 Tunneling Protocol) client.
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1. In the left navigation menu, click Advanced Setup > VPN and then click Add. The following page appears.

MART/RGIF SR516ac

orward thinking

L2TP Client Configuration (Layer 2 Tunneling Protocol)

Advanced Setup r

= ! Description:

Lsyord nartes WAN Interface: | mmun-selected== ]
WAN Service L2TP Server IP/Domain:|
VPN L2TP Usemame:

LZTF Client L2TP Password: | |

PETP Client Authentication: ..!.UTu ~|
Ethemet Mode [0 Enable MPPE (Microsoft Point-to-Pomnt Encryption)
LAM MTL [576-1454]: 1454 | Maimum Transmission Unit

[0 Enable naT
HAT

[0 Enable Firewall (SP1)
Security L[] Enable
Parental Control

Cuality of Service

Routing

DN
DSl

2. Fillin the fields, using the information in the table below.

Field Name Description

Description Enter a useful description of this configuration.

WAN Interface ‘Select the WAN interface for this client.
L2TP Server IP/Domain : Enter the IP address of the L2TP server.
L2TP Username Enter the user name for the server.
L2TPPassword Enter the password for the server.
Authentication Select the authentication method. Options are NOAUTH, AUTO, PAP, CHAP, MS-CHAP_V1, and

' MS-CHAP_V2. The default is AUTO.

Enable MPPE ' (Optional) Click to enable Microsoft Point-to-Point Encryption.
nwuo ' (Optional) Enter the maximum number of transmission units allowed for this client. Options are

1576 - 1454. The default is 1454.

Enable ' Click to enable this L2TP client configuration.
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3. Click Next. The following page appears.

SM i /RGQ SR516ac

Routing -- Default Gateway

Default gateway interface list can have multaple WAN interfaces to
serve as system default gateways but only one will be used according
to the prionty with the first being the highest and the last one the
lowest pnonty if the \WAN interface is connected, Prionity order can be
changed by removing all and adding them back in agamn.

PETP Qient
Ethemet Mode Selected Default Available Routed WAN

LAM Gateway Interfaces Interfaces

NAT .p'tmlfl.l -ppp'l
i, 2
ethi.1

ppRO.1

IF Tunnel

Certificate

Power Managemen t

4. Select the default gateway by selecting interface entries and clicking the arrows to move the entries right or left.
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5. Click Next. The following page appears.

3R316ac

DHS Server Configuration

Select DMNS Server Interface from available WAN interfaces OR enter
static DNS server [P addresses for the system. In ATM made, if only a
single PYC with IPoA or statse IPoE protocol is configured, Static DNS
server [P addresses must be entered,

DNS Server Interfaces can have multiple WAN interfaces to serve as
LITP Client system DNS servers but anly one will be used accarding to the pronty
FETP Client with the first being the haghest and the last one the lowest prionty
the WAN interface is connected. Prionty order can be changed by
removing all and adding them back in agam.

® salect DNS Server Interface from avallable WAN interfaces:

Selected DNS Server Available WaMN
=ntal Control Interfaces Interfaces
r of Serdce e .. .
i ptmi.1 pppl
I'-:.;.ul'lln.aI Atmi.2
DS athd.1
- pppd.1

IF Tunnel

Certificate b —— b ca—

er Man agement

) Use the following Static DNS 1P address:
Primary DNS server: [
Secondary DNS server:

6. Do one of the following to configure the DNS server:

« Select the DNS server interface: Select interface entries and clicking the arrows to move the entries right or left.
« Define a static DNS IP address: Click Use the following Static DNS IP address and enter the DNS server IP
addresses.
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7. Click Next. The summary page appears.

SMART/RG’ SR516ac

orward thinking

L2TP Client Setup - Summary

Make sure that the settings below match the settings provided by your
I5P.

WPN T!,' pi:

Sorver IP/Domain: FEERTTE KE]
Authentication:

MPPE:

Click “apply/Save” to have this interface to be effective. Click "Badk” to
make amy modifications.
Back | Appy/Save

8. Click Apply / Save toimplement your settings.
PPTP Client

On this page, you can configure the PPTP (Point-to-Point Tunneling Protocol) client.
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In the left navigation menu, click Advanced Setup > VPN > PPTP Client and then click Add. The following page appears.

SMART/RG’

orward thinking

Device Info
ced Setup

Interface

VPN

L2TP Client

FETP O
Ethemet Mode
LAN
MAT
Security

al Control

fields are required.

SR516ac

PPTP Client Configuration (Point-to-Point Tunneling Protocol)

Desaipbion:
AN Interface:

PETP Server IP/Domain:
PETP Usermame;

PETP Password: |
Authentication: | AUTO |

O Enable MPPE (Microsoft Point-to-Poink Encryption)

MTU [576-1454]; 1424 | Maximum Transmission Unit
[0 Eenable NaT

[0 Enable Frewall (SPI)

O enable

; ==un-selected== w
e :

2. Fillin the fields, using the information in the table below. The Description, WAN Interface, and PPTP Server IP/Domain

Field Name Description

Description

Enable

' Enter a useful description of this configuration.

'Select the authentication method. Options are NOAUTH, AUTO, PAP, CHAP, MS-CHAP_V1, and
. MS-CHAP_V2.

' (Optional) Enter the maximum number of transmission units allowed for this client. Options are
:576-1454. The default is 1454.

' Click to enable this PPTP client configuration.
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3. Click Next. The following page appears.

SMART/RG’ SR516ac

orward thinking

Routing -- Default Gateway

Default gateway nterface kst can have multaiple WAN interfaces to
serve as system default gateways but only one will be used according
to the prionty with the first being the highest and the last one the
lowest prionity if the WaN interface is connected. Pnonty order can be

LITP Client changed by removing all and adding them badk in again.
PPTP tient
Ethemet Mode Selected Default Available Routed WAN
LAM Gateway Interfaces Interfaces
MAT [ ptmi. 1 1 'm[
Security arni, 2
E ethi.1
= Pop0.1
o
PnP
D45 Pr g = B
Interface Grouping
IF TurAnel Bach [T

ificate

Power Management

4. Select the default gateway by selecting interface entries and clicking the arrows to move the entries right or left.
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5. Click Next. The following page appears.

SMART/RG’ SR516ac

orward thinking

DHS Server Configuration
L Select DNS Server Interface from available WAN interfaces OR enter
Interface static DNS server IP addresses for the system, In ATM mode, of anly a
single PVC with IPo& or static IPoE protocs! s configured, Static DNS
server [P addresses must be entered.

DNS Server Interfaces can have multiple WAN interfaces to serve as
system DNS5 servers but only ane will be used according te the pronty
with the first being the highest and the last one the lowest prionty i
the WAaN mterface is connected. Pniority order can be changed by
removing all and adding them badk in again,

® select DNS Server Interface from available WAN interfaces:

Selected DNS Server Available WanN
Interfaces Interfaces
(pmoa | [pop1 -
| atmi.2
| ethi,1
= | ppp0.1
UPnP
DS Proucy 5

Interface Grouping

IF Tunnel

Certificate oo — B —

er Management

) Use the following Static DNS IP address:
Primary DNS server:
Secondary DNS server: :

Man rgemaent Back || He

Logout

6. Do one of the following to configure the DNS server:
« Select the DNS server interface: Select interface entries and clicking the arrows to move the entries right or left.
« Define a static IP address: Click Use the following Static DNS IP address and enter the DNS server IP addresses.
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7. Click Next. The summary page appears.

- MART/RGQ SR516ac

orward thinking

Device info Make sure that the settings below match the settings provided by
your ISP,

PPTP

LITP Qient Server IP: 192.168.1.99
PPTP Client

Ethemet Mode

Authentication:

MPPE:
MTLE
MNAT:
Firewall:
Enable:

Click “applyfSave” to have this interface to be effectrve. Clhidk "Back™ to
- make any modifications.

i Back | | AppiyiSave
LUPnP

DMS Pr

8. Click Apply / Save to implement your settings.

Ethernet Mode

On this page, you can configure the Ethernet speed for your gateway.
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1. In the left navigation menu, click Advanced Setup > Ethernet Mode. The following page appears.

. MARWGﬁ SRS516ac

orward thinking

Device Info Ethernet Speed Configuration

Ach Setup
L Interface
WAN Sex

Vo ethOflaNl  |[Auto || Auto At Disabled

Current Bit Duplex
Rate Mode

Configure

Ethemeat Mode ethilanz |[Ae || 1000 Full up
LAN -
w eth2/LAN3 Aute || Aute Auto Disabled
Security eth3/LanNg ’..ﬂ.l.l‘tﬂ ": Bt Aubo Disabled
etha/ETHWaN |[ate || 1000 Full up
Apphy e

LPnP
DHS Proxy

2. Toset aspecific speed, select it in the Configure field.
Options are Auto, 100 Full, 100 Half, 10 Full, and 10 Half. The default is Auto.
3. Click Apply/Save to apply your changes.

LAN

In this section, you can configure an IP address for the DSL gateway, enable IGMP snooping, enable or disable the DHCP server,
edit the DHCP options, configure the DHCP advanced setup, and set the binding between a MAC address and an IP address.

IGMP snooping enables the gateway to forward multicast traffic intelligently, instead of flooding all ports in the VLAN. With IGMP
snooping, the gateway listens to IGMP membership reports, queries and leave messages to identify the switch ports that are
members of multicast groups. Multicast traffic will only be forwarded to ports identified as members of the specific multicast
group or groups.

If you enable the DHCP server, the clients will automatically acquire the IP address from the DHCP server. If the DHCP server is
disabled, you need to manually set the start IP address, end IP address and the lease time for the clients in the LAN.

IPv4 Autoconfig

1. In the left navigation menu, click Advanced Setup > LAN. The following page appears. You can also reach this page by
clicking Advanced Setup > LAN > IPv4 Autoconfig in the left menu.
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SMART/RG SRS16ac

orward thinking

Device Info Local Area Network (LAN) Setup
FACIRNCN W Configure the Broadband Router IP Address and Subnet Mask for LAN
e interface. GroupName | Default ~|
M Service .
VPN IP Address: 19218811
Ethemnet Mode Subnet mask 1991991930
LAN B Enable 1GMP Snooping
IPvd Auto
iPvé Ay O sStandard Mode
Local VLAN Setting ® Blocking Mode
o ) Enable 1GMP LAN to LAN Multicast: | Disable v-_
Security {LAN to LAN Multicast is enabled until the first WAN service is connected,
Parental ro regardless of this setting.)
Quality .
; [0 enable LAM side firewall
Routing
) Disable DHCP Server
® Enable DHCP Server -
Start IP Address: WL eE.T
End 1P Address: WL IRE1. T

' Primary DNS server |19
rsupang

2 o Secondary DNS servern2.0.0.0
N Leased Time (hour): |34

tificate Edit (HCP Option 60 | | Edie DHCP Option | | DHCP Advanced Setwp

nagement

|I'|‘llu|
Wirclees Static IP Lease List: (A maximum 32 entries can be confgurad)

Add Entriss Ropsvir=w Entrias

Automatically oreate static 1P leases for the following OUls:

[ configure the second 1P Address and Subnet Mask for LAN interface

Lty e

2. (Optional) In the GroupName field, select the interface group for this configuration. If there are no groupings defined,

the only option is Default.
3. Modify the other fields using the information in the following table. The default configuration settings work for most scen-

arios.
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IP Address / ' (Optional) Modify the IP address and subnet mask of the device. The default IP address is
Subnet Mask : that of the gateway and the subnet mask is 255.255.255.0.

Enable IGMP Snooping ' This option is enabled by default. Options are Standard Mode and Blocking Mode. The
» default is Blocking Mode.

To disable this option, clear the check box.

Enable IGMP LAN to LAN : This option is disabled by default. To enable this option, select Enable.
Multicast :

Disable DHCP Server / ' This option is enabled by default. You can modify the address, server and leased time fields
Enable DHCP Server +as needed.

To disable the DHCP server, click Disable DHCP Server. Then, if needed, enter different
. server information for the LAN.

Edit DHCP Option 60 : To modify the vendor class information, click Edit DHCP Option 60, modify the entries, and
» click the appropriate action button. Then click Return.

Edit DHCP Option ' To add information about other DHCP options, click Edit DHCP Option, enter the information
. for the desired options, and click the appropriate action button. Then click Return.

4. Toenable or disable DHCP for individual LAN interfaces:
a. Click DHCP Advanced setup. The DHCP Advance Setup page appears.

SMART/RG’ SRS 16ac

orward thinking

Device Info DHCP Advance Setup

Achv S b
hanced Setup This page allows you to enable or disable DHCP for every lan interlace.

Layeri Interface You must enable lan ports.
WAM Service

VPN

Ethemet Mode

LAM

IPv4 Autoconfig = —r——
P At g
Loca VLAM Setting

BLAT

b. Click the State checkboxes as needed to manage DHCP for each LAN interface in the table, and then click
Advanced Setup > LAN > IPv4 Autoconfig.
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5. Toadd addresses to the Static IP Lease List:
a. Click Add Entries below the MAC Address field. The DHCP Static IP Lease page appears.

e MART/ RG@ SR516ac

orward thinking

Device Info DHCP Static IP Lease

SRced Jatup Enter the Mac address and Static IP address then chick Apply/Save .
Layer Interface

WN Service
YIPH
Ethernet Mode
LAN

IPvd Au

Pl Al

Loyl

MAC Address: i
IP Address: [ ]

b. Enter the MAC address of the LAN host.
c. Enter the static IP address that is reserved for the host.
d. Click Apply/Save to apply the settings. You are returned to the LAN Setup page.
6. Toremove entries from the Static IP Lease List, click the Remove check box next to the entry and then click Remove
Entries.
7. Toadd OUls:
a. Click Add OUI. The DHCP OUI page appears.

SMART/RG SR516ac

orward thinking

DHCP OUl
Advanced Setup Enter the OUI then dick “apply/Save™ .
Layer? Interface
WaHN Service 3 :
OU[:! | {6 hexadecimal characters)

VPN
Ethemet Mode
LAM Mgty S

IPv4 Autoconfig

[ S Py ———

b. Enter the OUI for the DHCP and click Apply/Save.
8. Toremove entries from the OUI list, click the Remove check box next to the entry and then click Remove OUI.
9. Todefine asecond IP address and subnet mask for a LAN interface:
a. Click Configure the second IP Address and Subnet Mask for LAN interface. Additional fields appear.
b. Enter an IP address and a subnet mask for the LAN interface.
10. Click Apply/Save to apply your settings.

IPvé Autoconfig
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On this page, you can configure your gateway's IPv6 environment.

1. In the left navigation bar, click Advanced Setup > LAN > IPv6 Autoconfig . The following page appears.

SR516ac
orward thinking

Device Info IPvE LAN Avto Configuration

AT el Notie:

Advanced Setup 1: Statefid DHCPVE is supported based on the assumption of prefix length
Layer? Interface less than 64, Interface [D does NOT support ZERD COMPRESSION ;. Please
WAN Service enter the complete information. For exampe: Please enter '0:0:0:2" instead of

Ll
VBN
Ethemet Mode Z: Unigui local address must start with “fd”, The prefic and the address
LAM must be in same network and the prefic length must be 64,
IPv4 Autoconfig [ enable ULA Prefix Advertisement
IPw6 LAN Applications
E Enable DHCPvE Server
® stateless
0 stateful
Start niterface 10 200l
End interface ID: ol
Fouting Leased Time (hour);
DS
B Enable RADVD
B Enable MLD Snooping
O standard Made
® Blocking Mode
Enable MLD LAN to LAN Multicast: _-D.I;athlé v
{LAN to LAN Multicast is enabled until the first WAN senvice is connected,
ragardiess of this setting.)
[ enable Relay
Diagnostics Tools
Sarv Aty
Manapement
|

2. Toenable advertisement of the ULA prefix, click Enable ULA Prefix Advertisement. Additional fields appear.
3. Modify these and the other fields as needed, using the information in the table below.
4. Click Save/Apply to commit your changes.

Field Name Description

Enable ULA Prefix ' Check this option to enable unique local address (ULA) advertisement on the LAN. Options are Randomly
Advertisement : Generate and Statically Configure. The default is Randomly Generate which enables the gateway to
:generate a random IPv6 prefix.

If you select Statically Configure, additional fields appear. Modify these fields as needed:

« Interface Address: Enter the interface address in IPv6 format (including the prefix length, e.g.,
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fd80::1/64. This address must begin with "fd". The prefix length must be "64". The address and
prefix must reside on the same network.

« Prefix: Enter the prefix, e.g., fd80::/64.

« Preferred Life Time: The default is -1 (no limit). The value in this field must be less than or
equal to the value in the Valid Life Time field.

« Valid Life Time: The value in this field must be greater than or equal to the value in the Pre-
ferred Life Time field. The default is -1 (no limit).

Enable DHCPv6 ' This option is selected by default. Click this checkbox to disable the DHCP vé feature on the LAN.

Server
« Stateless: (Appears when Enable DHCPv6 Server is selected) This option is selected by default.

Click to stop inheriting IPV6 address assighments from the WAN IPV6 interface.
« Stateful: (Appears when Enable DHCPvé6 Server is selected) Identifies the DHCPv6 server given
by the LAN IPV6 network as configured with additional options.

Note: Zero compression is not supported. Make sure to enter zeros between the colons; that is,
do not use shorthand notation (enter "0:0:0:2", not ":::2").

Enter values in the following fields:
« Start interface ID: Enter the beginning IPv6 available addresses for DHCP to assign to LAN

devices.
« End interface ID: Enter the ending IPv6 available addresses for DHCP to assign to LAN
devices.
« Leased Time (hour): Amount of time before a new IPvé6 lease is requested by the LAN cli-
ent.
Enable RADVD ' This option is enabled by default. It enables Router Advertisement Daemon (RADVD) service that sends

router advertisements to LAN clients. Clear the check box to disable RADVD.

Enable MLD Snooping : This option is enabled by default. It enables Multicast Listener Discovery (MLD) snooping to manage IPV6
- multicast traffic. If you clear the check box to disable this feature, the MLD-related fields are hidden.
: Options are:

« Standard Mode: Multicast traffic will flood to all bridge ports when no client subscribes to a mul-
ticast group even if IGMP snooping is enabled.

« Blocking Mode: The multicast data traffic will be blocked and not flood to all bridge ports when
there are no client subscriptions to any multicast group. This is the default.

Enable MLD LAN to  : (Optional) This option enables LAN-to-LAN Multicast until the first WAN service is connected. Options are
LAN Multicast . Disable and Enable. The default is Disable.

Enable Relay ' Click to enable the relay function. Additional fields appear. Do the following:

1. Enter the DHCPv6 Server IP Address.
2. Select a WAN interface. The default is Default.
3. Enter aHop limit.The default is zero (0).

Local VLAN Setting
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On this page, you can select a LAN port and enable VLAN mode on it.

1. In the left navigation menu, click Advanced Setup > LAN > Local VLAN Setting. The following page appears.

> MART/RGG SR516ac

orward thinking

Deviee Info Local Area Network (LAN) interface Setup
Advanced Setup

Layer2 Interface Select a LAN port eth0/LANL ~ |

WAN Service O enable vLAN Mode

VPN

Ethemet Mode

LAM

IPv4 Autoconfig

43d | | Remow ApptyiSave

IDssh Aijsmcanfic

2. Select the LAN port on which you want to enable VLAN mode.
3. Click Enable VLAN Mode.
4. Toadd aVLAN:
a. Click Add. A table appears where you can enter the details.

SMART/RG’ SR516ac

orward thinking

Device Info Local Area Network (LAN) interface Setup
cod Setup

Interface Select a LAN part:mm.lﬁll ‘-’:
[J Enable vLAN Mode

Ethemet Mode
LAM
IPvd Autoconfig

b Autoconfig

a VLAN Settin ]

b. Enter the VLAN ID. Options are 1 - 4094.
c. Inthe Pbits field, enter the type of bits being passed. Options are 1 - 7.
5. Click Apply/Save to apply your settings.
6. Toremove a VLAN entry, click the Remove checkbox next to it and then click the Remove button.

NAT

In this section, you can configure the NAT (Network Address Translation) settings.
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Virtual Servers

Firewall can prevent unexpected traffic on the Internet from your host on the LAN. The virtual server can create a channel that
can pass through the firewall. In that case, the host on the Internet can communicate with a host on your LAN within certain port
range.

On this page, you can add or remove virtual server entries.

1. In the left navigation bar, click Advanced Setup > NAT > Virtual Servers. The following page appears.

SMART/RG’ SRS 16ac

orward thinking

MHAT -- Virtsal Servers Setup

Virtual Server allows you to dredt incoming traffic from WAN side [identsfied by Protocol and External podt) to the
Internal sérver with private [P addréss on the LAN side. The Intémal port i réquired only if the external port nesds to
b converted to a diferent port number used by the server on the LAN side. A maarmum 32 entries can be configured.

External | External Intermal| Intemal ¥ WM LAN
Server Hame Port Port Protocol| Port L .r -1rr ctd L‘ bk Enable/Disable | Remove
Ctart Endl Chart End e e
Skype UDP at
192.168.1. 2112997 | 12047 | 12007 | UDP 12007 | 12007 | 192.168.1.2| ptrvD.1  |Desabled =] a
(3922)
Skype TCP at
192, 168,02 12997 | 12997 | 12997 | TCR 12997 | 12997 | 192.168.1.2| ptmi.1 |Disabled = a
(3922)

As | Saeeilpoly | | Raemovs
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2. Toadd avirtual server:
a. Click Add. The following page appears.

MART/RG SR516ac
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NAT -- Virtual Servers

Salact the service name, and enter the server IP address and dick “Apply/Save” to
forward [P packats for thas service to the spedfied serer

HOTE: The “Internal Fort End” cannot be modified directly. Bormally, it is set to the
same value as "External Port End”.However, if you modify “Intemal Port Start™,
then “Inbernal Port End™ will be sel to the same valoe as “Internal Port Start™.
Remaining number of entries that can be configured: 33

Use Intarface [ipoe_o_n_asjmmo2 |
Service Name: L )
® Select 3 Service: | Sehect One <]

} Custom Service: | |
O Enable LAN Loopback

Server IP Address: [HLi

tartiExtermal Port End
DsL ] ] ]
UPnP TCP i |
| TCP b
ouping | TCP w
| TP~ |
: TP - ;
agomiont | ] TCP o ]
TCF e
TCP ¥ |
| TCP |
| TCP - ]
[ TP~ |
ARy T

b. Modify the fields as needed, using the information in the table below.

Field Description

Use Interface ' Select the interface that you want to configure.

Service Name ' Select or enter the service for which you want to forward IP packets. Options are:
; « Select a Service: Select from services defined for your network. The port table at
the bottom of the page is updated with the default port ID defined for the service.
: « Custom Service: Enter a new service name to establish a user service type. You
must enter the ports and select a protocol in the table at the bottom of the page.
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Enable LAN Loop- : Click to enable on-demand link diagnostics for this server.
back :

Server IP Address ' Assign an IP address to this virtual server. The default shown in the field (192.168.1) is not
+acomplete address; you must enter the final octet.

External Port Start :When you select a service, the external port start and end numbers display automatically.
External Port End  :Modify them if necessary.

Protocol ' Select the protocol for this service. Options are TCP/UDP, TCP, and UDP. The default is
. TCP.

Internal Port Start : When you select a service, the internal port start and end numbers display automatically.
Internal Port End - Modify them if necessary.

3. In the Status field, select Enable to enable this server or select Disable when you want to save the settings but not
enable the NAT configuration.
4. Click Apply/Save to save the settings. The server or servers for the selected service appear on the NAT -- Virtual Servers

Setup page.
5. Todisable aserver, click the Enable/Disable check box next to it to clear it and then click Apply/Save.
6. Toremove aserver from the list, click the Remove check box next to the entry, click the Remove button, and then click

Save/Apply.
Port Triggering

Some applications need some ports to be opened in the firewall for the remote access. When an application initializes a TCP/UDP
to connect to a remote user, port triggering dynamically opens the open ports of the firewall.
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1. In the left navigation bar, click Advanced Setup > NAT > Port Triggering. The following page appears.

SMART/RG SRS 16ac

orwand thinkmg

MAT -~ Porl Triggering Selup

Some applications reguire that specfic ports in the Router's firewall be opened for access
by the remaote parties. Port Trgger dynamecally opens up the 'Open Ports' in the firawall
when an apphcatson on the LAN intiates 3 TCP/UDP connection to & remote pary using
the Triggenng Ports’, The Router allows the remote party from the Wal ssde to establish
mew connections back to the application on the LAN side using the "Open Ports’, &
maxdmum 32 sntries can be configured.

Due to limited resources, port triggering feature has some limitation:

sum of the out-ports of all configuration entries <= 1000
sum of the in-ports of one configuration entry <= 1000

Range

t|End|
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2. Toadd a port trigger, click Add. The following page appears.
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WAN Service
VPH

Ethernet Mode
LAM

HAT

Mult Mat

Securlty

Cueality

Routing
LS
DSL
UFnP

Paweer BAsn s |

NAT -- Port Triggering

Some apphcatons sudh as games, wded conferenang, remate soteds apphcatons and
gthers require that specific ports in the Router's firewall be opened for access by the
applications, You can configure the port settings from this soreen by seleding an aasting
Apphcation o crédng your own [Custom apphcaton]and deck “Save/Apply™ to Scd .
Remaining number of entries that can be conligured:

Use Interface [ipoe_0_0_3siemoz_ ~|
Apphoabion Name:
® Select an apphcation: | Select One hd

O custom apphestion:

Fort Trigger Port Open Port Open Port
rt End i Start o )
. TCP - | ] | TCP bl
TCP ~ | ] TCP -
TCP o TCP o
TP - TCF buf
TCP ol | TCP bl
_|Ter w I | TCP v
1 TCP pal _J TCP ol
TCP pal | | TCP *-'

Ay Sae

3. Modify the fields as needed, using the information in the following table.
4. Toremove a trigger, click the Remove check box next to it and then click the Remove button. The list is refreshed.
5. Click Apply /Save toimplement the settings.

Use Interface

Application Name

Trigger Port Start
Trigger Port End

Field Name Description

' Select the interface for which the port triggering rule will apply.

'Select or enter the application that requires a port trigger. Options are:

« Select an Application: Select an available application. The Port and Protocol table is populated
with the related values.

« Custom Application: Enter a unique name for the application for which you are creating a port
trigger entry. You must enter the ports and select a protocol in the table at the bottom of the

‘Enter the starting and ending numbers of the range of available outgoing trigger ports. Options are 1 -
1 65535.

Note: You can use asingle port number, several port numbers separated by commas, port blocks con-
' sisting of two port numbers separated by a dash, or any combination of these, for example 80, 90-140,
:180.
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Trigger Protocol ' Select the protocol required by the application that will be using the ports in the specified range.
+ Options are TCP, UDP, and TCP/UDP. The default is TCP.

Open Port Start ' Enter the starting and ending numbers of the range of available incoming ports. Options are 1 - 65535.
Open Port End

Open Protocol ' Select the protocol for the open port. Options are TCP, UDP, and TCP/UDP.

DMZ Host

DMZ allows all the ports of a PC on your LAN to be exposed to the Internet. On this page, you can set the IP address of a PC to be
the DMZ host, so that the DMZ host will not be blocked by your firewall.

1. In the left navigation bar, click Advanced Setup > NAT > DMZ Host. The following page appears.

SR516ac
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Device Info MNAT -- DMZ Host

-7 The Broadband Router will forward 1P packets from the WAN that do not
Layer2 Interface belang to any of the applications configured in the Virtual Servers table to
WAN Service the DMZ host computer,
¥YPH Enter the computer's IP address and click ‘Apply’ to activate the DMZ host.
Ethemet Mode
LAM Clear the IP address field and chick ‘Apply’ to deactivate the DMZ host.
NAT DMZ Host IP Addrass: |

Virtual Servers

Port Triggering [ Enable LAN Loopback

D#AZ Host

ALG ARy

Multi Mat

Securty

2. Enter the DMZ Host IP Address.
3. (Optional) To enable on-demand link diagnostics, click Enable LAN Loopback.
4. Todeactivate a DMZ host, delete the IP address from the DMZ Host IP Address field, and then click Apply.
5. Click Apply to commit the new or changed address.
ALG

On this page, you can enable Session Initiation Protocol (SIP) for your NAT. SIP is a communications protocol for signaling and con-
trolling multimedia communication sessions.
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1. In the left navigation bar, click Advanced Setup > NAT > ALG. The following page appears.

- MART/RGE SR516ac
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Device Info ALG

sl Select the ALG below.
Layerl Interface
WAN Service
VPN
Ethemet Mode
LAM

SIP Enabled

MAT

2. Todisable SIP for your NAT, clear the SIP Enabled checkbox.
3. Click Save/Apply to commit the new or changed address.

Multi NAT

On this page, you can define rules for managing access to your NAT. You can create multiple rules and apply them to as many as
eight address ranges.
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1. In the left navigation bar, click Advanced Setup > NAT > Multi NAT and then click Add. The following page appears.
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Device Info
Aduanued relop NAT - Multi NAT
LayerZ Interface
WAM Service
VPM
Ethemet Mode
LAN
MAT
Virtual 5ervers

Rule Type: [Flease selear ~ 5.
Use interface:| ipoe_0_0_35/atm0.2 |

intemaldddritart | intemalsddrEnd | extemnalAddritart] estemAddrEnd |

Mult Mat
Security
Parental Control

Cuality of Service

Routing

AppiyiSaee Bk

2. Modify the fields as needed, using the information in the table below.

Field Description

Rule Type ' Select the type of rule. Options are One to One, One to Many, Many to One, and Many to Many.

externalAddrEnd ' Enter the ending address for the external server.

3. Click Apply/Save to save and apply the settings. The server or servers for the selected service appear on the MultiNat
table page.

Security

In this section, you can configure the incoming and outgoing IP filtering and MAC filtering.

IP Filtering - Outgoing

On this page, you can add an outgoing filter and prevent certain data being transferred from the LAN to the WAN.

You can define up to 32 outgoing IP filters.
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1. In the left navigation bar, click Advanced Setup > Security and then click Add. The following page appears. You can also
reach this page by clicking Advanced Setup > Security > IP Filtering > Outgoing.
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Device knfo Add TP Filter -- Outgoing
Advanced Setup The screen allows you to create a filber rule to identify outgoing IP traffic by
Interface specifying a new filter name and at least one condibon below. all of the
specified conditions in this filter rule must be satisfied for the nule to take
effect. Click Apply/Save” to save and activate the filter,

WAN Senvice
VPN

Ethemet Mode Filter Mame:
LAM
MAT

Security

IP Version: e =
Protocol: ~|
Source [P address[/prefic length]:
Source Port (port or port:port):

MAC Fhitering Destination 1P address]/prefix length):
Farental Control Destination Port (port or port:port):
Quality of Service

IP Filtering

Routing
DMS
DL
LPn B . e ; e

Apply e

2. Fillin the fields, using the information in the table below.
3. Click Apply/Save to commit the completed entry.

The fields on this page are defined below.

Field Name Description

Filter Name :Enter a descriptive name for this filter. No special characters or spaces are allowed.

IP Version ' For the filter to be configured and effective for IPV6, the gateway must be installed on a network that is
»either a pure IPV6 network (with that protocol enabled) or is both IPV4 and IPV6 dual protocol enabled/-
- configured. Options are IPv4 and IPv6. The default is IPv4.

If you select IPV6, Source IP address and Destination IP address must be specified in IPV6 format, i.e., an
' IPV6-compliant, hexadecimal address such as: 2001:0DB8:AC10:FE01:0000:0000:0000:0001.

Protocol ' Select the protocol profile for the filter you are defining. TCP/UDP is most commonly used. Options are
. TCP/UDP, TCP, UDP, and ICMP.

Source IP address : Enter the source IP address of a LAN side host for which you wish to block outgoing traffic using the spe-
[/prefix length] ! cified protocol(s).

Note: The address specified here can be a particular address or a block of IP addresses on a given network
:subnet. This is done by appending the associated routing "prefix" length decimal value (preceded with the
'slash) to the addresses.

Source Port (port :Set the source host port (or range of ports) for the above host (or range of hosts) to define the ports profile
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or port:port) : for which egress traffic will be blocked from reaching the specified destination(s).

Destination IP ' Enter the destination IP address of a LAN side host for which you wish to filter (block) outgoing traffic using
address [/prefix  :the specified protocol(s).

length]

Note: The address specified here can be a particular address or a block of IP address on a given network
:subnet. This is done through appending the address with the associated routing "/prefix” length decimal
‘value (preceded with the slash).

Destination Port  : Set the destination host port (or range of ports) for the above host (or range of hosts) to define the des-
(port or port:port) : tination port profile for which egress traffic will be blocked, e.g., for a computer external to the local net-
swork.

IP Filtering - Incoming

On this page, you can add an incoming filter and prevent certain data being transferred from the WAN to the LAN.

1. In the left navigation bar, click Advanced Setup > Security > IP Filtering > Incoming and then click Add. The following
page appears.

> MART/‘RGJ SR516ac

orward thinking

Device Info Add IP Filter -- Incoming

The screen allows you to create a filter rule to identify incoming IP traffic by

sriace specfying a new filter name and at least one condition below. Al of the
WAM Service specihied conditions in this flter rule must be satssfied for the rule to take
VPH effect. Click ‘Apply/Save’ to save and activate the filter,

Ethemet Mode Filber Marm: | |
LAN z :
MAT 1P Version: P ~
Protocol: ol
Source IP address(/prefic length]: |
i : Source Port (port or port:port):

Outgoing Destination [P address|/prefix length]:

Incoming Drestination Port (port or port:portls | |
MAC F iI,'I,r_Jring

Security

IF Filtering

WAN Interfaces { Configured in Routing moede and with firewall enabled)

Parental ¢ ; :
-k Select one or more WAN interfaces displayed below to apply this nie.

Cuality C
Routing B celect sllE] ipoe_0_0_35/atm0.2 4 ipoe_o0_1_1/pemo.1 5

DMS ipoe_ethOfeth0.1 b pppoe_0_0_35/ppp0.1
DSL
UPnP

DS

Interace

2. Fillin the fields, using the information in the table below. The Filter Name and Protocol fields are required.
3. Click Apply/Save to commit your changes.

The fields on this page are defined below.
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Filter Name ' Enter a descriptive name for this filter. No special characters or spaces are allowed.

IP Version ' For the filter to be configured and effective for IPV6, the gateway must be installed on a network that
.is either a pure IPV6 network (with that protocol enabled) or is both IPV4 and IPV6 dual protocol
enabled/configured. Options are IPv4 and IPv6. The default is IPv4.

If you select IPV6, Source IP address and Destination IP address must be specified in IPV6 format,
‘i.e., an IPV6-compliant, hexadecimal address such as: 2001:0DB8:AC10:FE01:0000:0000:0000:0001.

Protocol ' Select the protocol to be associated with this incoming filter. Options are TCP/UDP, TCP, UDP, or
. ICMP.

Source IP address [/pre- : Enter the source IP address for this filter. For IPv6, enter the prefix as well.
fix length]

Source Port (port or ' Enter a source port number or range (XXxXx:yyyyy).
port:port)

Destination IP address :Enter the destination IP address for this filter. For IPv6, enter the prefix as well.
[/prefix length]

Destination Port (port or : Enter destination port number or range (xxxxx:yyyyy).
port:port)

WAN Interfaces ' Click to apply this rule to all WAN interfaces or only certain types. Options are Select All or select
-any of the types defined for your network. The default is Select All.

MAC Filtering
On this page, you can manage MAC filtering for your gateway.

Your gateway can block or forward packets based on the originating device. This MAC filtering feature is available only in Bridge
mode. For other modes, similar functionality is available via IP Filtering.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2018




SMART/RG

1. In the left navigation bar, click Advanced Setup > Security > MAC Filtering. The following page appears.

SMART/RG’ SR516ac

orward thinking

MAC Filtering Setup

MAC Filtering is only effective on ATM PVCs configured in Bridge mode.
FORWARDED means that all MAC layer frames will be FORWARDED except
those matching with any of the specfied rules in the following table. BLOCKED
means that all MAC layer frames will be BLOCKED except thogse matching with
any of the spedfied rules in the following table,

MAC Filtering Policy For Each Interface{maxinum 32 entries):

WARNING: Changing from one policy to another of an interface will cause
all delined rules for that interface to be REMOVED AUTOMATICALLY! You
will need to create new rules for the new policy.

Interface | Policy Change

Farental Control
atm0.3 |FORwWARD| [J

dity of Service

Charge Policy

Choose Add or Remove to configure MAC filtering rules.

Interface | Protocol | D s MAC | Source MAC | Frame Direction | Remave

2. Tomodify settings for an existing policy, click the Change checkbox next to it, and then click Change Policy. Options are
BLOCKED and FORWARD. The page refreshes, showing that the action has changed. The Change Policy button acts like a
toggle switch, clicking it switches the policy from BLOCKED to FORWARD and back again.

To add a MAC filtering rule, click Add and follow the instructions in Adding a MAC Filter.

To remove arule, click the Remove checkbox next to the rule and click Remove.

5. When your changes are completed, click Apply/Save to commit your changes.

w

>

Adding a MAC Filter

You cannot edit rules but you can add new ones and then remove the obsolete ones.
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1. On the MAC Filtering Setup page, click Add. The following page appears.

SMART/RG’

orward thinking

SR516ac

Device Info

Advanced Setup
Layeri Interface

Add MAC Filter

Create a filber to identify the MAC layer frames by specfying at least one
condition below. If mulpple conditions are speahed, all of them take effect.

WAM Service Chick ‘apply’ to save and activate the filter.
VPN
Ethemet Mode
LAN

Protacol Type: | N

Destination MAC Address: |
Souwrce MAC Address:

Frams Difection: [Lan<=>wan ~|

WAN Interfaces (Configured in Bridge mode only)
. :.I:-ll'__l]_l.'.lﬁjﬁfatmtlj v]

Quality

Routing

DN5

i B ; ; _ . : e e e B

2. Fillin the fields, using the information provided in the following table. The Protocol field is required.
3. Click Apply/Save to commit your changes.

Field Name Description

Protocol Type ' Select the protocol associated with the device at the destination MAC address. Options are PPPoE,
. IPv4, IPv6, AppleTalk, IPX, NetBEUI, and IGMP.

Source MAC Address  : Enter the MAC address of the device that originates the requests intended for the device associated
»with the Destination MAC Address.

Frame Direction ' Select the incoming/outgoing packet interface. Options are LAN<=>WAN, WAN=>LAN, and
LAN=>WAN. The default is LAN<=>WAN (both directions).

WAN Interfaces ' Select the WAN interface(s) for which the filter should apply. Only interfaces configured for Bridge
. mode are available.

Parental Control

In this section, you can manage time restrictions and block or allow specific URLs.
Time Restriction
On this page, you can control time restriction settings for a LAN device that connects to the gateway.

Note: Before you can create a time restriction rule, the gateway's time must be set. You can do this on the Management > Inter-
net Time page.
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1. In the left navigation menu, click Advanced Setup > Parental Control and then click Add. The following page appears.

SMART/RG’ SR516ac

orward thinking

Device Info Access Time Restriction
Ach d Setup

L 2 Interface This page adds time of day restriction to a special LAN device connected to
the Router. The "Browser's MAC Address” automatically displays the Mac
o address of the LAN device whera the browser is running. To restrict other
Vi LaN devices, dick the ‘Other MAC Address’ button and enter the Mac
Ethemet Mode address of the other LAN dewces. To find out the MAC address of 3 Wndows
LAN based PC, go to command window and type poonfig fall’.

WAN Service

User Name | ]|
# Browser's MAC
Address

 Other MAC Address ]
(000 0 0 0 20 :

| 04T - 47 bbckacce ]

Days of the weak
iClick to select

Start Blocking Time

(hivzmm)

DMS P End Blodking Time [hi:mm)

Apply e

Interface Grouping

IF Tunnel

2. Enter the user name for which this rule applies.

3. (Optional) Enter an additional MAC address by clicking Other MAC Address and entering the address in the adjacent
field.

4. Select the days of the week when this rule should apply.

5. Enter the starting and ending times for the periods that you want blocked. Use 24-hour format.

6. Click Apply/Save toimplement the settings. You are returned to the Parental Control > Access Time Restriction page.

Url Filter

On this page, you can prevent the LAN users from accessing some Web sites in the WAN.
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1. 1. Click Advanced Setup > Parental Control > Url Filter, and the following page appears.

SMART/RG’ SRS 16ac

orward thinking

Device Info URL Filter -- Please select the list type first then configure the list
entries, Maximum 100 entries can be configured.,

URL List Type: @ Excude O Indude

WAN Service
VPN
Ethemet Mode Address | Port | Weekdays | Start | Stop | Remove
LAM '

MAT

Security

2. Select whether to exclude or include the URLs in the list you are going to create. If you select Exclude, users cannot
access the URLs in the list. If you select Include, users can access the URLs in the list.
3. Tocreate the list of URLs, click Add. The following page appears.

SR516ac

Parental Control - URL Filter Add

Enker HTTP URL addriss and port numbaer then chek ‘Apply/Save’ to add the

entry to the URL fier.
URL Address: [
Ethemet Mode i i
1 Dk N | (Default 80 will be applied if
LaM leave blank.)

MAT

Security Days of the week
Parenta Control lClick to satect (m] [m]in}{m](n]{m]{n]

Time Restriction
Url Filter Start Time (hh:mm) |
Quality of Service End Time (hh:mm])

Routing

DS

L&l

4. Enter the URL address and its corresponding port number. For example, enter http://www.google.com as the URL
address and 80 as the port number. If you leave the Port Number field blank, the default port number of 80 is used.

5. Select the days of the week when this rule will apply.

Enter the starting and ending time periods when this rule should be active. Use 24-hour format.

7. Click Apply/Save to save your changes. You are returned to the Parental Control > URL Filter page.

o

Quality of Service
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Quality of Service (QoS) enables prioritization of Internet content to help ensure the best possible performance. This is par-
ticularly useful for streaming video and audio content with minimized potential for drop-outs. QoS becomes significant when the
sum of all traffic (audio, video, data) exceeds the capacity of the line.

In this section, you can disable/enable QoS and configure queues and classification rules.
Quality of Service
On this page, you can enable or disable QoS and set the DSCP Mark classification.

The maximum number of queues that can be configured vary by mode, as shown below.

Mode Maximum # of queues

ATM 116

Ethernet & ' 8 per interface
Ethernet WAN

PTM 8

Note: Queues for wireless connections (e.g., WMM Voice Priority) are shown only when wireless is enabled. If the WMM Advert-
ise option on the Wireless > Basic Setup page is disabled, assigning classifications to wireless traffic has no effect.

1. In the left navigation bar, click Advanced Setup > Quality Of Service. The following page appears. The Quality of Service
feature is enabled by default.

SR516ac

QoS -- Queus Management Configuration

If Enable QoS checkbox is selected, choose a default DSCP mark to
1 Interface automatically mark incoming traffic without reference to a particular clagsifier.

M Service Click ‘Apply/Save’ button to save it.

VPN

Ethemet Mode

Mobte: If Enable Qos checkbox is not selected, all QoS will be disabled for
LAN all interfaces.
HAT
Note: The default DSCP mark is used to mark all egress packets that do
not match any classification rules.

Security
Parental Control

of Service B Enable Qo5
Jueue

sification - ]
Qo5 Port Shaping Select Default DSCP Mark {@_@ggﬁ-!}__ ‘_*_:
Routing
DMS
DSL
UPnP

Epphy Maw

2. Todisable QoS for ALL interfaces, click the Enable QoS check box to clear it.
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3. (Optional) Select the default DSCP Mark (Differentiated Services Code Point) classification value to be used. The default

is No Change(-1).

4. Click Apply/Save to save your settings.

QoS Queue

On this page, you can configure a queue and add it to a selected Layer2 interface. You can also edit and delete queues. A num-
ber of standard queues are already defined. You may have to remove queues that you don't need in order to create the desired

queues.

1. In the left navigation bar, click Advanced Setup > Quality Of Service > QoS Queue. The following page appears.

SMART/RG’

orward thinking
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QoS Queve Setup

In &TM mede, 3 maximum of 16 gueues can be configurad.

In PTM made, a maximen of & gueves can be configured,

For each Ethernet mterface, a maxmum of 4 gueues can be configurad.
For each Ethernet WAN nterface, a maximum of 8 gueues can be configured.

To add a queus, dick the Add button,

To remove queues, check their remove-cheddboxas, then dick the Remove button.

Tha Enable button will scan through every queues in the table Queues with enable-checkbox checked will be enabled.
Queves with enablé-theckdox un-chedoed will be disabled.

The enable-checkhax slia shows status of the queus after page reload.

D5 PTM Shaging Min Bit Burst

Eirel | A8 Enable | Remove
Latency | Pricrity | Rate|bps) | Rate(bps) | Sizefbytes) %

Hame | Koy | Interface | Qid | Prec/alg Wght
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2. Toadd aqueue:
a. Click Add at the bottom of the table. The following page appears.

SMAF_{T/ RG SR516ac

F-:rwarvﬁ thinking

Jevice Info QoS5 Queue Configuration

Tt 3 R
idvanced Setup This screen allows you to configure a QoS queus and assign it to a specific

Layer? Interface layer2 interface. The scheduler algorithm is defined by the layer2 interface.
WAN Service

VPN rame:

Ethemet Mode Enabbe: Enabla v:

LAM

MAT Interface: -u‘

Security

Parental Control rr—

Quality of Service

Qo5 Queve

N " — Mw‘wdﬁw

b. Fill in the fields, using the information in the following table. The visible fields vary by interface and queue pre-
cedence selections. In most cases, you can use the default values.
c. Click Apply/Save. You are returned to the Qos Queue Setup page.
3. Toremove a queue, click the Remove checkbox to the right of the entry and then click the Remove button at the bot-
tom of the page.
4, Click Apply/Save to save your settings.

The applicable fields are explained below.

Field Name Description

Name ' Enter a descriptive name for this configuration.

Enable ' Select to enable or disable this QoS queue for the interface that you select. Options are Enable and Dis-
-able. The default is Enable.

Queue Precedence : (Appears when atm, eth or ptm interfaces are selected in the Interface field) Select the priority value
. to be associated with the defined QoS queue. Options vary by interface and can include 1(SP), 1
- (WRR|WFQ), 2(SP), 3(WRR), 4(SP| WRR|WFQ), and so on.

Note: The lower the precedence value, the higher priority the queue is given. Traffic is given priority
‘based on the combined values from this field and Queue Weight field.

The following fields become visible based on your selections in the Interface and Queue Precedence fields. Which fields
appear vary by your selections. The fields are listed below in alphabetical order.

DSL Latency ' This option is set to PathO by default and cannot be changed. No error correction is performed. This can
:reduce latency on error-free lines.

Minimum Rate :Enter the minimum shaping rate defined for packets in QoS queues. Options are 1 - 100000 Kbps. The
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rdefault is -1 (no minimum shaping rate).

Queue Weight ' Enter the weighting value to associate with this queue. Options are 1 - 63. The default is 1.

Note: The higher the weighting value, the more frames that are sent proportionately given the WRR
algorithm employed. Traffic is given priority based on the combined values from this field and the Queue
: Precedence field.

Scheduler ' Select an algorithm for data priority in queues. Options are:

Algorithm
gon « Weighted Round Robin: Applies a fair round robin scheme weighting that is effective for networks

with fixed packet sizes, e.g., ATM networks.

« Weighted Fair Queuing: Applies a fair queuing weighting scheme via allowing different sessions to
have different service shares for improved data packets flow in networks with variable packet
size, e.g., PTM/IP networks.

Shaping Burst Size : Enter the shaping burst size to be applied to packets in the defined queue. Options are 1600 bytes or
. greater.

Shaping Rate ' Enter the shaping rate for packets in QoS queues. Options are 1 - 100000 Kbps. The default is -1 (no min-
+imum shaping).

WLAN Queue

On this page, you can view the WLAN queues defined for your network.
Note: Make sure that wireless connection is active by going to Wireless and clicking Apply/Save.

In the left navigation bar, click Advanced Setup > Quality Of Service > QoS Queue > Wlan Queue. The following page appears.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2018




SMART/RG

[
- MART/ RG SR516ac
orward thinking
Device lnfo QoS Wlan Queus Setup
Pdvanced Setup Mote: IF WMM function is disabled in Wireless Page, queues related to
Layer? Interface wireless will not take effect.
WAM Service
VEN Key | Interface | Qid | PrecfAlg/Wght | Enable
Ethemet Mode WMM Voice Priority | 33 | wio | 8 1/5p Enabled
LAMN
ST WMM Voice Priority | 34 | wid | 7 2/5p Enabled
Security WMM Video Priority | 35 wio 1 Ifsp Enabled
WHMM Video Priority | 36 wid 3 4/5p Enabled
WHMM Best Effort a7 wiD 4 S/5P Enabled
WHMM Background | 38 wid 3 G/5P Enabled
WM Background | 39 wid 2 /5P Enabled
WM Best Effort 40 wid 1 BfSP Enabled
Routing WHMM Voice Priority | 65 wil ] 1/5P Enabled
DS
5L WMM Vioice Prionity | 66 wil ri 2/spP Enabled
UPnP WMM Video Priority | 67 wil G 3/5P Enabled
2 WMM Video Priority | 68 | w1 | 5 4/5P Enabled
Interface Grouping
P Tonnel WMM BestEffort | 69 | wi1 | 4 5/5P Enabled
unnid
Certificate WM Background | 70 wil 3 G/SP Enabled
[ T
LS aganenk WMM Background | 71 | wil 2 /50 Enabled
PR WMM Best Effort | 72 | wil 1 8/sp Enabled
Diagnostics

QoS Classification

On this page, you can create classifications (traffic class rules) for assigning ingress traffic to a priority queue.

1. In the left navigation bar, click Advanced Setup > Quality Of Service > QoS Classification and then click Add. The fol-
lowing page appears. A maximum of 32 entries can be configured.
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orward thinking

Add Metwork Trafflc Class Rule

This screen oreates a traffic dlass ruls to dassify the ingress traffic into a priorty quous
and apbonally mark the DSCP or Ethernet prorty of the padost.
Chek Bpply/Save’ to 2ave and activate the mnbe.

Traffic Class Name: I
et Mode Rule Order: Last ~
Rule Status: Enable ~

Specily Classilication Criteriai blank ontenon mdicates it i not used for dasséicaton.

Ingress Interface: LAN hl )
Ether Type: |
Source MAC Address

Source MAC Mask:

Destanation MAC Address:

Du-atanmbnor MAC MEEk:

Specily Classification Results (4 blank value indicates no operation,)

Spealy Egress Interface (Required): [ -]
Spedfy Egress Queue (Required): L ~|
- Packets dassified into a queuse that exit theough an interface for which the gueue
is nok specified to exst, will instead egress to the default gueue on the interface.

Mark 802.1p prionty: PP A

- Class non-vian packets egress o a nofi-vian interface will be tagged with VID 0 and the
dass nule p-bits,

- Class vlan packets egress bo a non-vlan interface will have the packet p-bits re-marked
by the dass rule p-bits. No additional VLAN tag is added.

= Class non-vian packets egress to & VLAN mterface will be tagged with the inteface ViD
and the class rule p-bits.

- Class VLAN packets egress to a VLAN mterface will be addtionally tagged with the
packet VID, and the dass rule p-bits,

Set Rate Limit{kbps); | kbies/s]

iy ik

2. Fillin the fields, using the information in the table below.
3. Click Apply/Save to commit your changes.

The fields on this page are defined below.

Field Name Description

Add Network Traffic Class Rule section

Rule Order ' This option is set to Last and cannot be changed. Every rule is set as the very last classification rule
' tobe processed.

Specify Classification Criteria section

All fields in this section are optional. A blank field identifies a criterion that is not used.
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Ingress Interface 'Select an interface for incoming traffic. Options are LAN, WAN, Local, 2.4GHz, 5GHz, and any inter-
. face defined for your network. The default is LAN.

Ether Type 'Select the Ethernet interface type for this classification. Options include IP, ARP, IPV6, PPPoE, and
-any other Ethernet interface defined for your network.

Source MAC Address / ' (Avdilable for LAN, ATM, ETH, PPP-Routed and wireless interfaces only) Enter the source MAC

Mask address and source MAC mask for this classification.

Destination MAC Address : (Available for LAN, ETH and wireless interfaces only) Enter the destination MAC address and des-
/ Mask + tination MAC mask for this classification.

Source IP Address [/ ' (Available for WAN, ATM and PPP-Routed interfaces only) Select the source for this classification.

Mask] or Vendor Class ID Options are:

or User Class ID
« Source IP Address[/Mask]: Enter the source IP address and source IP mask.

« Vendor Class ID (DHCP Option 60): Enter the vendor class ID.
« User Class ID (DHCP Option 77): Enter the user class ID.

Destination IP Address ' (Available for WAN and ATM interfaces only) Enter the destination IP address and source IP mask for
[/ Mask] + this classification.

IP Length Check ' (Available for WAN, Local, ATM interfaces only) Enter the minimum and maximum number of digits
(Min/Max) ‘required for IP addresses.
Protocol ' (Available for WAN, Local, and ATM interfaces only)Select the protocol specified for this clas-

sification. Options are TCP, UDP, ICMP, and IGMP.

UDP/TCP Source Port ' (Appears when TCP or UDP is selected in the Protocol field) Enter the source port to be used for
- this classification. You can enter a range (port:port) or a single port.

UDP/TCP Destination Port: (Appears when TCP or UDP is selected in the Protocol field) Enter the destination port to be used
- for this classification. You can enter a range (port:port) or a single port.

Specify Egress Queue :Select from the available queues.

Note: Make sure to select a queue that is defined for the interface that you selected. If you select a
queue that is not defined for the selected interface, any packets classified into that queue are pro-
. cessed by the default queue for the interface.

Mark 802.1p priority ' (Available for LAN, bridged and wireless interfaces only) This value is inserted into the Ethernet
. frame and used to differentiate traffic. Lower values assign higher priorities. Options are 0 - 7.

Set Rate Limit (Kbps) ' Enter the data traffic rate limit for this classification in kilobits per second.

QoS Port Shaping

On this page, you can configure a fixed rate (Kbps) for each of the Ethernet ports.
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1. In the left navigation bar, click Advanced Setup > Quality Of Service > QoS Port Shaping. The following page appears.

- MART/RGT SR516ac

orward thinking

Device Info QoS Port Shaping Setup
sl crstienl QoS port shapng supports traffic shaping of Ethernet mterface,
Layer2 interface If "Shaping Rate™ is set to =17, it means no shaping and “Burst Size”
WAH Service will be ignorad.

VPN

nterface | Type | Shaping Rate (Kbps) | Burst Size (bytes)

Ethermnet Mode

LAN ethi
HAT

Security

AN
Queus .

ification ETHWAM
ort Shaping

Routing
DN
DSL

2. (Optional) For each interface in the table, enter a Shaping Rate (in Kbps) and a Burst Size (in bytes). The default settings
work for most scenarios.
3. Click Apply/Save to commit your changes.

Routing

In this section, you can configure default gateway, static routing, policy routing and RIP settings.
Default Gateway
On this page, you can select the WAN interface for the default gateway.
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1. In the left navigation bar, click Advanced Setup > Routing. The following page appears.

- MART/ RG¢ SR516ac

orward thinking

Device Info Routing -- Default Gateway
Advanced Setup

Layer2 interface Default gateway interface list can have multiple WAN interfaces to
serve as system default gateways but only one will be used
according to the pnonty with the first bang the haghest and the last

one the lowest pronty if the WAN interface s connected. Prionty
Ethemeat Mode order can be changed by removing all and adding them back in again,

LAN

Selected Default Available Routed WAN
Gateway Interfaces Interfaces
[ pemio. 1 [atmo.2
| eth.1
|ppp0-1
TODO: IPYG =========== Select a preferred wan interface as the
In sl Aouping system default IPve gateway.

o Selected WAN Interface |ipoe_0_0_35/atm02 ~|

Certificate
AgErTEn L

Multicast

Wirele

2. (Optional) Select entries in the lists and click the arrows to move your selections from left to right or right to left.
3. (Optional) In the Selected WAN Interface field, select the appropriate interface.
4. Click Apply/Save to implement the settings.

Static Route

On this page, you can configure static routes for your network. Static route is a form of manually configured, fixed route for IP
data. You can enter a maximum of 32 entries.
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1. In the left navigation bar, click Advanced Setup > Routing > Static Route and then click Add. The following page appears.

M ART/ RG y SR516ac

orward thinking

Device Info Routing -- Static Route Add

b et Enter the destination network address, subnet mask, gateway
La Interface AND/OR available WaN interface then dick ‘Apply/Save’ to add the
WAN Sendice antry to the routing table.

VPN

Ethernet Mode IP Version: [P v]

LAMN Destination 1P address/prefix length:

HAT Interface: [ |

Cor Gateway IP
ecunty
i : Address:
Parental Control
Quality of Service (eptional: metric number should be greater than or equal to zera)
Metric;

Routing
Default Gateway Apphyiiave

Static Route

Policy Routing

RIP

2. Fillin the fields, using the information in the table below.
3. Click Apply/Save to commit your changes.

The fields on this page are defined below.

Field Name Description

IP Version ' Select the IP version associated with the static route you wish to create. Options are IPv4 and IPvé.

Destination IP address/- : Enter the destination network address / subnet mask for this route.

prefix length

Interface Select the WAN Interface for this route. This list is filtered by the selected IP version.
Gateway IP Address Enter the next-hop IP address. If needed, include the /prefilength.
Metric (Optional) Enter anumber that is zeroor higher.

Policy Routing

Policy routing makes somewhat automated routing choices based on policies defined by a network administrator. For example, a
network administrator might want to deviate from standard routing based on destination markers in the packet and, instead, for-
ward a packet based on the source address. Use this feature to establish similar policies.

1. In the left navigation bar, click Advanced Setup > Routing > Policy Routing and then click Add. The following page
appears.
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orward thinking

Policy Routing Setup
e Enter the polcy name, policies, and WaAN interface then dick
e “apply/Save” to add the entry to the policy routing table.
Layer2 Interface MNote; If selected "IPOE™ a5 WAN interface, default gateway must be
WAHN Senvce configured.
VPN
Ethemet Mode Palicy [ 1
Mame; L |
LAN
HNAT Physical LAN Port: -]
Security Source
FParen tal Control 1P i =
Quality of Service Use r
B Interface:  190e 0 0 35/atm02 |
Ui o Dafauilt E—
Default Gateway Gatﬂ:l'a‘j: -l
Static Route
Policy Routing
] Apghy
RIP
DNS
D5L : - ) ) ol

2. Fillin the fields, using the information in the table below.
3. Click Apply/Save to commit your changes. You are returned to the Policy Routing Setting page.
4. Toremove aroute, click the Remove check box next to it and then click the Remove button. The list is refreshed.

The fields on this page are defined below.

Field Name Description

Policy Name ' Enter a descriptive name for this entry to the policy routing table. The maximum is 8 characters. Special
: characters are not allowed.

Physical LAN Port :Select a physical LAN interface for the policy route. Options include Ethernet (LAN) ports 1-4 and both wire-

less bands.
Source IP ' Enter the IP address for the source of the policy route.
Use Interface ' Select the WAN Interface for this policy route. If you select an IPoE interface, you must enter the IP

address for the Default Gateway.

RIP

RIP (Routing Information Protocol) is a type of distance-vector routing protocol, which leverages hop count as a metric for routing.
RIP puts a limit on the number of hops (maximum of 15) allowed in order to prevent routing loops. This can sometimes limit the
size of networks where RIP can be successfully employed.
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1. In the left navigation bar, click Advanced Setup > Routing > RIP. The following page appears.

s MART/RGF SR516ac

orward thinking

Device nfo Routing -- RIP Configuration

NOTE: RIP CANNOT BE CONFIGURED on the WAN interface which
has NAT enabled (such as PPPoE).

WAH Service :

T To activate RIP for the WAN Interface, select the desired RIP version
VPN and operation and place a check in the ‘Enabled’ chedkbox. To stop
Ethemet Mode RIF on the WaN Interface, unchedk the "Emabled’ cheddbox. Chck the
LAN ‘Apply/Save’ button to start/stop RIP and save the configuration.
HAT
Security
Parental Col

Cuatity of Ser

Interface| Version | Operation |Enabled

Routing

Default Gateway

Static Route

I-‘cllic:,,' Rou {'in-g
RIP
M5,

2. For the interface that you want to modify, select values using the information in the table below.
3. Toenable a configuration, click the Enabled checkbox next to the interface.
4. Click Apply/Save to commit your changes.

The fields on this page are defined below.

Field Name Description

Interface ' Displays a list of available WAN interfaces.

Version ' Select the applicable version of the Routing Interface Protocol. For detailed information about versions, refer
: to RFC 1058 and RFC 1453. Options are 1, 2, and Both.

Operation ' This option is set to Passive and cannot be changed. This mode listens only. It does not advertise routes.

DNS

In this section, you can configure a DNS server, dynamic DNS and static DNS.
DNS Server

On this page, you can select a DNS server interface from the available interfaces, manually enter the DNS server addresses, or
obtain the DNS address from a WAN interface.
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1. In the left navigation bar, click Advanced Setup > DNS. The following page appears.

SMART/RG SRS16ac

orward thinking

Device Info DNS Server Configuration

Select DNS Server Interface from available WAaN interfaces OR enter statc DNS
server 1P addresses for the system, In ATM mode, f only a single PVC with [Pod
or static IPoE protocol is configured, Static DMS server [P addresses must be

entered.

DNS Server Interfaces can have multiple WAN interfaces to serve as system dns
Ethemet A servers but only one will be used according to the prarity with the first bemng the
LAM higest and the last one the lowest prionity if the WAN interface is connected,

Priority order can be changed by removing all and adding them back in again.

® Salect DNS Server Interface from available WAN interfaces:

Selected DNS Server Available WaN
Interfaces Intarfaces
[pama.1 | ami.2
@Eh0.1
pRRd.1
¥
=
DS Config
D5l .

Ciuse the following Static DNS TP address:
Primary DNSG server:
Secondary DNG server:

TODO: [PVG =========== Salect the configured WAN interface for IPvE DNS
server information OR enter the static IPVE DNS server Addresses.

Mote that selecting a WAN interface for [PvE DNS server will enable DHCPvE Chent
on that interface.

®  Obtain [PvE DNS info from 3 WAN interface:

WAN Interface selected: | ipoe 00 35/atmd.2 |

2} Use the following Static 1PvS DNS address:
Primary [PvE DNS senver:
Secondary IPVE DNG Serer:

Aty e

2. Doone of the following to configure the DNS server:
« Select the DNS server interface from available WAN interfaces: Select interface entries in the lists and click

the arrows to move the entries right or left.
« Define a static DNS IP address: Click Use the following Static DNS IP address and enter the DNS server IP
addresses.
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« Obtain IPv6 DNS information from a WAN interface: Select the interface in the WAN Interface Selected field. If
no WAN interface is configured for your gateway, this field is disabled.
« Define a static IPv6 DNS IP address: Click Use the following Static IPv6 DNS address and enter the DNS server

IP addresses.
3. Click Apply/Save to apply your settings.

Dynamic DNS

Dynamic DNS (DDNS) automatically updates a name server in the DNS with the active DNS configuration of its configured host-
names, addresses or other data. Often this update occurs in real time. You can configure the settings for this feature on this

page.
1. In the left navigation bar, click Advanced Setup > DNS > Dynamic DNS and then click Add. The following page appears.

E"""1A.I:{-I-/R(.—lq~ SR516ac

forward thinking

Device Info Add Dymamic DNS
Advanced Setup
Layer? Interface This page allews you to add a Dynamic DNS address from DynDNS.org,
WAHN Service TZ0, OF M-ip.com.
VPN T .
D-DNS provider | DynDNS.org |
Ethemet Mode
LAM Hostrame )
MAT Interface ipoe_0_0_35/stm0.2  ~|
Secun by
= : - DynDNS Settings
‘aren tal Control LnarTEaTE
Quadity of Service Password
Routing Appdy e

1]

2. Modify the fields as needed, using the information in the table below.
3. Click Apply/Save to commit your changes.

Field Name Description

D-DNS pro- ' Select a dynamic Domain Name Server provider. Options are DynDNS.org, TZO or no-ip.com. The default is Dyn-
vider ' DNS.org.

Hostname ' Enter the host name of the dynamic DNS server.

Interface ' Select the WAN interface whose traffic will be pointed at the specified Dynamic DNS provider.

Password ' Enter the password for the dynamic DNS server.

DNS Config

On this page, you can configure DNS domains.
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1. In the left navigation bar, click Advanced Setup > DNS > DNS Config. The following page appears.

SMART/RG SRS 16ac

orward thinking

Dns Domain Resolve Configuration

Choose Add, or Remave to configure DNS Domasn Configurabion.

Ethemet Mode hid Raderen

LM

HAT

Securs

2. Toadd aDNS domain, click Add. The following page appears.

SMART/RG’ SRS16ac

arward thinking

Device Info DNS Domain Sebup

In the boxes below, enter the dng doman name, ip address to be created.
Domain name accepts only charscters of [4-2] , [a-2] , [0-9)] and [-.].

—

! damain name: |
Ethemet Mode ipaddress:
LAN
Apply v
L - .
— il M‘!—H—H‘H—#

3. Enter adomain name and IP address for the domain. Only letters, numbers, dashes, and periods are allowed.
4. Click Apply/Save to apply your settings.

DSL

On this page, you can set the DSL settings. The modem negotiates the modulation mode with the DSLAM; you usually do not need
to modify the factory default settings.
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In the left navigation menu, select Advanced Setup > DSL. The following page appears.

SMART/RG’

orward thinking

DSL Settings

Device Info

A
d Select the madulation below.

B G.omt Enabled
EG.lite Enabled
EAT1.413 Enabled
EapsL2 Enabled
Ed annest Enabiled
A apsL2+ Enabled
[LlannexM Enabled

Select the profile belaw.

EvDsLZ Enabled
bl ga Enabled

F b Enabled
B8z Enabled
Ead Enabled

F 12a Enabled
Ed 126 Enabled
b 17a Enabled

5R316ac
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b 30a Enabled
1 35k Enabiled

s
E Enabled

Seledt the phone ine pair below.
'@'Inn-qr pair

C Quter pair
Capability
Bl gitswap Enable
£ saa Enable
Oetwr Enable
[ Aps. pTM MODE Enabled
B GNP Upstream
B G.Ine Downstream

Dl Led S8t
B Enable bed blinking when dsl is down

Irmventory Management
B use board serial for EQC Serial Mumber

Aty M Azvnced THinge

2. Modify the settings as needed.
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6.
7.
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(Optional) To modify additional parameters, click Advanced Settings. The following page appears.

SMART/RG' e

orward thinking

Device Info DSL Advanced Settings

nced Setup

Select the test mode below.
Interface

WAMN Service ® pormal
YPN O reverb
Ethemet Mode

O Mediey
LAaN
MAT Oho retrain

Security 'C:'I.:-!
Parental Control
Cuality of Service

o .
Routing

OMS

DSL

Select the test mode that you want to run.

To view the tone selection table, click Tone Selection. Changing these settings arbitrarily is not recommended. Close
the window to return to the DSL Advanced Settings page.

Click Apply and then click DSL in the left menu to return to the DSL page.

Click Apply/Save to save your changes.

UPnP

On this page, you can enable or disable the UPnP function.

1.
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UPnP Configuration
HOTE: UPnP is activated only when there is a live WAN service with
NAT enabled.
VPN
B Enable UPnP
Ethemet Mode
LAN
MAT e

Security

Parental Control
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2. Todisable UPnP, click the Enable UPnP check box to clear it.
3. Click Apply/Save to save and apply the settings.

DNS Proxy

On this page, you can enable or disable the DNS proxy function. This function is enabled by default.

1. In the left navigation menu, click Advanced Setup > DNS Proxy. The following page appears.

- MART/RGG SR516ac

orward thinking

Device Info DHNS Proxy Configuration

Layer? Interface Enable DNS Proxy

WAHN Service

VPH Host name of the Broadband Router: | Oearyies
R Domain name of the LAN network:  [Ho=s ]
LA

AT

Security

Parental Control

li]_r.l ality of Service

2. Todisable the DNS Proxy, click the Enable DNS Proxy checkbox to clear it.

3. Tomodify the host and domain, enter the host name of the new broadband gateway and the domain name of the LAN net-
work.

4. Click Apply/Save toimplement the settings.

Interface Grouping

On this page, you can configure interface groupings. Interface grouping supports multiple ports to PVC and bridging groups. Each
group performs as an independent network. Only the default group has an IP interface. To support this feature, you must create
mapping groups with the appropriate LAN and WAN interfaces.
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1. In the left navigation menu, click Advanced Setup > Interface Grouping. The following page appears.

MART/RG’

orward thinking

SR516ac

Interface Grouping -- A maximum 16 eatries can be configured

Interface Grouping supports multiple ports to PYC and bridging groups.
Each graup will perfarm a2 an independent network. To support this
feature, you must create mapping groups with appropriate LAN and WanN
interfaces using the Add button. The Remove button will remove the
groupang and add the ungrouped interfaces to the Default group. Only the
default group has 1P interface,

C.n::-;jp Hame | Remove | WAN Interface | LAM Interfaces | DH
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2. Toadd a new grouping, click Add. The following page appears.

SMART/RG SRS16ac

orward thinking

Interface grouping Conliguration

To create a new interfate growp:
1.Enter the Group name and the group name must be unique and select either 2.
{dynamic) or 3. (static) below:

2. you like to automatically add LAN dients to a WAN Interface in the new group
add the DHOP vendar [D string. By configunng a DHCP vendoer 1D string any DHCE
chent request with the speafied vendor ID (DHCP option 60) will be dersed an 1P
address from the local DHCP Server

3.5elect interfaces from the available interface kst and add it to the grouped
interface kst using the arrow buttons to oreate the reguired mapping of the ports.
HNaote that these clients may obtain public 1P addresses

4. Chck ApplyfSave button to make the changes effedres immeduately.

IMPORTANT If a vendor 1D is configured for a specific client device, please
REBODOT the client device attached to the modem to allow it to obtain an
appropriate 1P address.

Group Mame: -_ -'!

WAN Interface used In the grouping :-pu_e__ﬂfn_}_s.rg!:rrl:l.r . v

Grouped LAN Interfaces Available LAN Interfaces

LANZ.D
LAN3O
|LAN4.O
ETHWAN. O

5 GHz Band
2.4 GHz Band

-

Automatically Add Clients
With the following DHCP
Vendor 105

3. Follow the on-screen instructions and then click Apply/Save.
4, Toremove agrouping from the list, click the Remove checkbox next to the group name and then click the Remove but-
ton. You can only remove groupings that you create.
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IP Tunnel

IP Tunneling is typically used as a means to establish a path between two independent networks.

In this section, you can configure connections of IPv6 networks across the IPv4 internet or IPv4 in IPvé6.
IPv6inIPv4

On this page, you can configure a tunnel for IPvéinIPv4.

1. In the left navigation bar, click Advanced Setup > IP Tunnel and then click Add. The following page appears.

SMART/RG SR516ac

orward thinking

Device Info IP Tunneling -- 6ind Tunnel Configuration

Advanced Setup Currently, only &rd configuration is supported.
Layer? Interface

WAHN Service Tunnel Name

VEN Mechanism: GRD \.-
Ethemet Made Associated WAN Interface: vl
LAM Assooated LAN Interface: }N{n’brﬂ_\_f'

RAT ® Manual O Automatic

Security

IPvd4 Mask Length:

&rd Prefix with Prefix Length:
Border Relay IPvd Address:

Quality of Service

Routing

DNS Apgey Save
DSL
UEnF

2. Enter a Tunnel Name. In the Mechanism field, the only option is 6RD.
3. Select the WAN and LAN interfaces associated with the tunnel you wish to establish.
4. Do one of the following:
« Toconfigure the LAN interface settings manually, enter values in the fields located below the Manual button:
o IPv4 Mask Length: Options are 0 - 32.
« 6rd Prefix with Prefix Length: Prefix/length, such as: 2002::/64.
« Border Relay IPv4 Address: IP address for the IPv4 relay server.

To configure these settings automatically, click Automatic.
5. Click Apply/Save to commit your changes.

IPv4inIPvé

On this page, you can configure a tunnel for IPv4inIPvé.
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1. In the left navigation bar, click Advanced Setup > IP Tunnel > IPv4inIPv6 and then click Add. The following page appears.

SMART/RG SR516ac

arward thinking

Device Info IP Tunneling -- 4iné Tunnel Configuration
AR St Currently, only DS-Lite configuration is supported.

LayerZ Interface

WAN Service Tunnel Name | i
VPM Mechanism: | D5-Lite w
Ethemet Mode Assooated WAN Interface: -
LAN Associated LAN Interface: [ LAN/brO |

® manual O Automatic

HAT
Security AFTR:
Parental Control

Quality of Service

Routing

2. Enter a Tunnel Name. In the Mechanism field, the only option is DS-Lite.
3. Select the LAN and WAN interfaces associated with the tunnel you wish to establish.
4. In the AFTR (Address Family Transition Router) field, do either of the following:
« To configure manually, enter the remote address in the AFTR field.
« To configure automatically, select Automatic above the AFTR field.
5. Click Apply/Save to commit your changes.

Certificate

In this section, you can configure certificates (local and Trusted CA) for the gateway. For more information about certificates,
refer to the ITU X.509 standard.

Local

On this page, you can manage local certificates used to identify the gateway to other users. You can create a new certificate
request locally and have it signed by a certificate authority, or you can import an existing certificate. For additional info regard-
ing Public Key Infrastructure (PKIl), refer to ITU-T X.509.

Creating certificate requests
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1. In the left navigation bar, click Advanced Setup > Certificate. The following page appears.

> MART/ RGQ SR516ac
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Device Info Local Certificates
A ced S - - -
Advanced Setup Add, View of Remove certificates from this page. Local certificates
Layer? Interface are used by peers to venfy your identity.

WAM Service Maximum 4 certificates can be stored.

VPH

Ethemet Mode
LAN

Name | In Use | Subject | Type Action

NAT Creats Cortificats Aapguest Impert Cortificate
Security

Parental Control

Quality of Service

2. Click Create Certificate Request. The following page appears.

SR516ac

Create new certificate request

To generate a certificate sipning request you need to mdude Common

Name, Drganizabion Name, State/Provnce Name, and the 2-letter Country Code for
tha certificate.

Certficate Name: |

Comman MNadme: |

Crganization Nama:

State/Province Name: ;
Country/Region Nama: U5 (United States) bl |

3. Enter your connection details, using the information provided in the table below.
4, Click Apply to complete the request.
5. Submit your certificate request to a certificate authority for signature.

Field Name Description

Certificate Name ! Enter a certificate name that describes the intended use of the certificate.

Common Name ‘Enter the IP address (in dotted decimal notation), domain name, or email address. Browsers use this
vinformation to verify your certificate is valid.

Organization Name : Enter the name or the company or organization creating the request.
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State/Province ' Enter the full name of the state or province where your organization's head office is located.
Name :
Country/Region ' Select the country or region in which this certificate will be employed.

Importing a local certificate and private key

1. In the left navigation bar, click Advanced Setup > Certificate > Local. Then click Import Certificate. The following page
appears.

MART!{ RG SR516ac

Import certificate
Enter certifuzate name, paste certficabe content and private key,
Certificate Name: | ;
---—-BEGIN CERTIFICATE--—--—-
cinmert certificate Beser
——---END CERTIFICATE-----
Cartificate:
=====BEGIN RSA FRIVAIE REY===-=-
L Linmsrt private key hersk
IP Tunne -=----EHD RSA FRIVATE KEY-----
Cortificate
Private Key:

In the Certificate Name field, type "cpecert”.

Paste the Certificate details between the BEGIN and END markers.
Paste the Private Key information between the BEGIN and END markers.
Click Apply to commit this certificate.

Trusted CA

On this page, you can import Trusted Certificates to identity other gateways to your gateway as a trusted source.

kW
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1. In the left navigation bar, click Advanced Setup > Certificate > Trusted CA. The following page appears.

SMART/RG’ SR516ac

orward thinking

Trusted CA (Certificate Authority) Certificates

Add, view or Remnove certificates from this page. CA certificates are used
by you to venfy peers’ certificates.
Maximum 4 certificates can be stored.

Ethemet Mode
LAN
MAT

Security

Mame | Subjec

of Service

2. Toimport a certificate, click Import Certificate. The following page appears.

5 MART;"" RG’ SR516ac

orward t |‘.I"Ik|I'IE

Impart CA cortificate
Enter certificate name and paste certificate content.
Hotice: If certificate use for 0S8, the Certificate Name must be “acscent”

Cenificate Name: B
~BEGIN CERTIFICATE -
eIt sezmificate B
----- END CERTIFICATE mmnm=
Certahcate:

3. In the Certificate Name field, type a descriptive name for this certificate. If you are using this certificate with TR-069,
the name must be "acscert”.

4. Paste the certificate details between the BEGIN and END markers.

5. Click Apply to commit this certificate.
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After you add one certificate, a Remove button appears on the Trusted CA landing page. Click this button to remove the current
certificate and replace it with a new one.

Power Management

Note: This feature is not currently supported.

Multicast

On this page, you can configure the multicast parameters.

1. In the left navigation menu, click Advanced Setup > Multicast. The following page appears.

) MART)"RG% SR516ac

arwand than kirg

Source Specilic Multicast: | Disable ~|

Multicast Precedence: |Disable | lower value, hegher prionity
Multicast Strict Groaplng | 1

Enforcement: | Disble |

1GMP Configuration

Enter I1GMP protocol configuration helds f you want moddy default values shown below.

Defaulk Version: 1
Queery Interval [£): (113
Quary Responsa Inbarval
{1f108): .
Robustness Intensal [ 1
{1/10s5)= !
Robustriess Value: 1

Maximum Mulicast Groups: |13 ]
Mammum Mulbcast Dats o 1
Sources (for IGMPY3):
Maxomum Mulicast Groug
Mamibers:

Fast Leave Enable: =

eption List

TGMP Group Exc

53

224.0.0.0 255.255.255.0
239.255.255.250 | 255.255.255.255 |
224.0.255.135 | 255.255.255.255 O

l . -
Fipwatrop (b Eanris
MLD Configuration
Entér MLD pratocol (PG Mulbcast) configurabon helds o you want moddy defsult valees
shown below.
¥ (Ersion 1

2. Fillin the fields, using the information in the table below. The fields provided for the IGMP and MLD configurations are
largely the same.
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3. Tocreate or remove exceptions in the Group Exception List table, follow the instructions in Managing group exception
lists.
4. Click Apply/Save to save and apply the settings.

Field Name Description

Source Specific Mult-  :Select whether a specific multicast source is used. Options are Disable and Enable. The default is Dis-
icast . able.

Multicast Precedence :Select whether IGMP packets are given priority handling and at what level. Options are:

« Enable: IGMP packets are prioritized using the multicast precedence value. The lower the
multicast precedence value, the higher that IGMP packets will be placed in the queue.
« Disable: IGMP packets are not prioritized. This is the default.

Multicast Strict Group- Select whether to enforce strict key management rules. Options are Enable and Disable. The default
ing Enforcement ; is Disable.

Default Version Enter the supported IGMP version. Options are 1 - 3
Query Interval 'Enter the interval at which the multicast router sends a query messages to hosts, expressed in
. seconds.

If you enter a number below 128, the value is used directly. If you enter a number above 128, it is
rinterpreted as an exponent and mantissa.

........................... b meeeececcceccecceecescce-ce-scea-easeseceeeeaseaeeeemeemeeaeeeacemeemaceaceaneaeemeeeeeeancamemaeeaaeaeaaann.aan

Query Response Inter- :Upon receiving a query packet, a host begins counting down seconds, from a random number. When
val . the timer expires, the host sends its report.

: Enter the maximum number of seconds that a host can pick to count down from.

Robustness Interval ' (Applies to IGMP configuration only) Enter the maximum response time within which the host must
. respond to the Out of Sequence query from the router. The default is 10 seconds.

Last Member Query ' (Applies to MLD configuration only) Enter the maximum response time within which the host must
Interval . respond to the Out of Sequence query from the router. The default is 10s.

: IGMP uses this value when the router receives an IGMPv2 Leave report indicating at least one host
wants to leave the group. Upon receiving the Leave report, the router verifies whether the interface
*is configured for IGMP Immediate Leave. If not, the router sends the out-of-sequence query.

Robustness Value ‘Enter the value representing the complexity of the query. The greater the value, the more robust
. the query. Options are 2 - 7.

Maximum Multicast Data: Enter the maximum number of data sources allowed. Options are 1 - 24.
Sources (for IGMPv3)

Maximum Multicast ' Enter the maximum number of multicast groups that can be joined on a port or group of ports.
Group Members
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Fast Leave Enable : Select whether the IGMP proxy removes group members immediately without sending a query.
. Options are:

« Enabled: Group members are removed immediately. This is the default.
« Disabled: Group members are removed after a query is sent and a response received.

Managing group exception lists

You can manage exceptions for multicast groups using the IGMP Group Exception List or MLD Group Exception List tables. The
first two entries are created by default; you cannot change these entries.

To add an exception, type the IP address in the Group Address field, enter the mask information in the Mask / Mask bits field,
and then click Add.

Toremove an exception, click the Remove check box next to it and then click the Remove Checked Entries button. The list
refreshes.

Click Apply / Save to implement your changes.
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Wireless

In this section, you can configure the wireless interface settings for your gateway, including basic and advanced settings, MAC fil-
tering, and wireless bridging.

Basic

On this page, you can configure basic features of the WiFi LAN interface. You can enable or disable the WiFi LAN interface, hide
the network from active scans, set the WiFi network name (also known as SSID) and restrict the channel set based on country
requirements.

1. In the left navigation bar, click Wireless. The following page appears, showing the information for the 5 GHz band.

SMART/RG SRS 16ac

arward think ing

Wiralets <= Bagic

This page allows you to configure basic featwres of the wireless LAN interface, You can enable
or disable the wireless LAN interface, hide the network from active scans, set the wireless
nebwork name (also known as SSI0) and restrict the channel set based on country

Fégurements.
Chek ‘Apply/Save’ to configure the basic wireless optrons.

B Enable Wireless

B  Enable wiFi Button

Enable Wireless Hotspot2.0
Hede Arcess Poant

Chants [solation

O0OaQ

Desable WM Advertse

1 Enable Wireless Multicast Forwandng (WiiF)
SSID:  [SmarchG.ae.5G |
BESID:  3C:00.66:89:42:88

Country: Q1
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2. If you want to view or configure the 2.4GHz band settings, click 2.4 GHZ Band in the left menu.

Modify the settings as desired, using the information provided in the table below.

4. (Optional) Define up to three virtual access points for guest access using the information from the Wireless - Guest/Vir-
tual Access Points section of the table below.

5. Click Apply/Save to commit your settings.

Field Name Description

Enable Wireless ' This option is selected by default. To disable the wireless feature, clear the checkbox. All other fields
. on the page are hidden.

w

spot 2.0
Hide Access Point Click to hide the access point SSID from end users and passive scanning
Clients Isolation Click to prevent LAN client devices from communicating with one another on the wireless network

Disable WMM Advertise : Click to stop the wireless from advertising Wireless Multimedia (WMM) functionality. Selecting this
- option can improve transmission performance for voice and video data.

Enable Wireless Mult- : This option is selected by default allowing multicast traffic to be forwarded across wireless clients. This
icast Forwarding - option can improve the quality of video services such as IPTV. To disable Wireless Multicast Forwarding
(WMF) clear the checkbox.

SSID : (Optronal) Enter the WiFi SSID. For security purposes, this identifier should be unique for your system. If
. your gateway is connected to an ACS, it is recommended that SSID names be be 1 - 32 characters long.
Spec1al characters are accepted.

Country ' This option is set by default and cannot be changed. The wireless channel adjusts to the frequency pro-
- vision for the selected country.

Max Clients :Enter the maximum number of clients that can access the route wirelessly. Options are 1 through the
. value set in the Global Max Clients field on the Wireless > Advanced page. The default is 20.

: Note: Before you can change this setting, you must change the Global Max Clients setting.

Enabled Click to enable a virtual wireless access point for guest access

s Enter the wireless SSID for guests touse.
Hidden ¢ Click tohide the SSID from being broadcast publicty.
Isolate Clients Click to prevent client PCs from communicating with one another.

Enable WMM Advertise : Cl1ck to stop the wireless from advertising Wireless Multimedia (WMM) functionality.
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Enable WMF ' Click to enable Wireless Multicast Forwarding (WMF).

Enable HSPOT : Click to enable Hotspot 2.0 access.

Max Clients : Enter the maximum number of clients that can connect to this access point.
BSSID ' Displays the Basic Service Set Identifier or N/A.

Security

On this page, you can configure network security settings of a wireless LAN interface, either by using the WiFi Protected Setup
(WPS) method or by setting the network authentication mode. For WiFi Protected Setup, the following methods are supported:

« PIN entry: Mandatory method of setup for all WPS-certified devices. Options are:
« Enter STA PIN: You must enter the (input) station PIN from the client.
« Use AP PIN: The access point (AP) generates the device PIN.
o PBC (Push Button Configuration): Uses a simulated push button in the software. (This is an optional method on wireless

clients.)
Note: To use the PIN method, you need a Registrar (access point/wireless gateway) to initiate the registration between a new
device and an active access point/wireless gateway. The PBC method may also need a Registrar when used in a special case
where the PIN is all zeros.
Seven types of network authentication modes are supported: Open, Shared, 802.1X, WPA2, WPA2-PSK, Mixed WPA2/WPA, and
Mixed WPA2/WPA-PSK.
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1. In the left navigation bar, click Wireless > 5 GHz Band or 2.4 GHz Band > Security. The following page appears.

- MART!RGG SR516ac

orwand thinkng

Wireless -- Security

This page allows you to configure security features of the wirelass LAN nterface.
Wi dy 8 etud conhguratan manually
OR
through Wik Pratcted Setup[Wes)
Note: When both STA PIN and Authorized MAC are emply, PBC is used. If Hide Access Point
enabled or Mac Aiter list s empty with “allow™ chosen, WPE2 will be disabled

WPS Setup

Enable WPS [Enabted -]

Add Client (Thes festure s avalable only when WRA-PSK, WPAZ PSK or OPEN mode is

configured)
@Enter STA PIN C'iise AP PIN | 4 Envoler
| Help
Set Authorized Station MAC !
L | Hele

Set WIPS AP Mode Configured =
Setup AP (Configure all securty settmgs with an external registar)

Device PIN arrazans | pse

Hanual Setup AP

Youn can set the network authenbication methad, selecng data ancryplion,

specfy whaether a network key is reguired to authenticate to this wireless netwaork and
specly the encrypltion strength,

Chck ‘apply/Save’ when dona,

Select S5ID: [ smartrg-4z67-56 ~|

Metwork Authentication: | Mixed WPAZ/WPA -PSK ~ |

2. Modify the settings as needed, using the information provided in the field description table below and in the sections
that explain each authentication method.

The fields in the WPS Setup section are described in the following table.

Field Name Description

Enable WPS : This option is enabled by default. To disable WiFi Protected Setup, select Disabled.

Add Client ' (Avadilable for WPA-PSK, WPA2-PSK and Open Network Authentication methods) Select the method
for generating the WPS PIN. Options are:

« Enter STA PIN: Type the input station PIN for the client in the field below the radio button.

Click Add Enrollee. The PIN is verified.
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« Use AP PIN: The entry field and the Set Authorized Station MAC field disappear.

Note: If the PIN and Set Authorized Station MAC fields are left blank, the PBC (push-button) mode is
: automatically made active.

Set Authorized : (Available only when Enter STA PIN is selected) Enter the MAC address of the authorized (input) sta-
Station MAC +tion in format: XX:XX:XX:XX:XX:XX.

Set WPS AP Mode : Select how security is assigned to clients.
« Configured: The gateway assigns security settings to clients. This is the default.

« Unconfigured: An external client assigns security settings to the gateway.

Device PIN ' This value is generated by the access point.

3. In the Manual Setup AP section, select the SSID for the device that you want to configure. The default is the 5 GHz wire-

less band defined for your gateway.
4. Select the Network Authentication method and then fill in the fields that appear. The default method is Mixed WPA2 /

WPA-PSK. Detailed instructions are provided for each method in the following sections:
o Open and Shared Authentication
« 802.1X Authentication
o WPA2 and Mixed WPA2/WPA Authentication
o WPA2-PSK and Mixed WPA2/WPA-PSK Authentication
5. Click Apply/Save to commit your changes.

Open and Shared Authentication
The same configuration fields apply for both Shared and Open authentication types except that WEP Encryption is enabled by

default for the Shared method.
The following fields appear when you select Open or Shared in the Network Authentication field and WEP Encryption is

enabled.
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Manual Setup AP

You can set the network authenbcation method, selecting data encryption,

specify whether a network key is reqguired to authenticate to this wireless network and
specify the encryption strength.

Click ‘Apply/Save” when done.

Select S51D: E-SmarrFtl;--uB?-EG w
Metwork Authentication: Open V
WEP Encryption: [Enabled |

Encryption Strength: [128-bit ~|

Current Network Key: (1~

Network Key 1: | 123486 Te00022

Network Key 2: | 12486 TER0N 2

Nebwork Key 3: | 1224maTRR0N22

Matwork Key 4: | 1234887880123

Enter 13 ASCII characters or 26 hexadecmal digits for 128-bit
encryption keys

Enter 5 ASCII characters or 10 hexadecimal digits for 64-bit
encryption keys

Aty /5w

Modify the fields as needed and then click Apply/Save.

Field Name Description

WEP Encryption ' Select the Wired Equivalent Privacy (WEP) mode. Options are Enabled and Disabled. The default is Dis-
+abled for Open authentication and Enabled for Shared authentication.

Encryption Strength 'Select the length of the encryption method. Options are 128-bit and 64-bit. 128-bit is the default
+and is the more robust option for security.

Network Key 1-4 ' Enter up to four encryption keys using the on-screen instructions to achieve the desired security
. strength.

802.1X Authentication
The following fields appear when you select 802.1X in the Network Authentication field. WPS is disabled for this method.
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Manual Setup AP

fou can set the network authentication method, selecting data encrypbon,
speafy whether a network key is required to authenbicate to this wireless
network and specify the encryption strength.

Click "Apply/Save” when done.

Select SSI0: [Smarmooensa .|
Metwork Authentication: BO2IX -
RADIUS Server IP Address: |ooco

RADIUS Port: 1811

RADIUS Ky

WEP Encryption: Erabled .|
Encryption Strength: R
Current Network Key: 2 o

Metwork Key 1: TZIRATHRNID
Metwork Key 2: 12340 T 2
Metwork Key 3: 1ZI4BHTHNINZ
Metwork Key 4: 12T T

Enter 13 ASCII characters or 26 hexadeamal dgits
for 128-bit encryption keys

Enter 5 ASCII characters or 10 hexadeamal digits
for 64-bit encryption keys

gy v

Modify the fields as needed, using the information provided in the table below, and then click Apply/Save.

Field Name Description

RADIUS Server IP ‘Enter the IP address of the RADIUS (Remote Authentication Dial In User Service) server associated with
address »your network. RADIUS server is used to authenticate the hosts on the wireless network.
RADIUS Port ‘Enter the port number for the RADIUS server. Port 1812 is the default and the current standard for

- RADIUS authentication per the IETF RFC 2865. Older servers may use port 1645. Options are 1 - 65535.
RADIUS Key ' (Optional) Enter the encryption key if needed to authenticate to the specified RADIUS server.
WEP Encryption ' This option is set to Enabled and cannot be changed. It enables WEP (Wired Equivalent Privacy) mode.

Encryption Strength  :Select the length of the encryption method. Options are 128-bit and 64-bit. 128-bit is the default and
+is the more robust option for security.

Network Key 1-4 ' Enter up to two encryption keys using the on-screen instructions to achieve the desired security
istrength. Network Keys 1 & 4 are set automatically and cannot be changed.

WPA2 and Mixed WPA2/WPA Authentication
The following fields appear when you select WPA2 or Mixed WPA2/WPA in the Network Authentication field.
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Manual Setup AP

You can set the network authentication method, selecting data encryption,

specify whether a network key is required to authenticate to this wireless netwaork and
specify the encryption strength.

Chek ‘Apply/Save’ when done.

e | SMartRG-4287-56 |

Metwork Authentication: | WPAZ v

Protected Management
Frames:

WPAZ Preauthentication: | Disabled ~|
il

Metwork Re-auth Interval: 35000

WPA Group Rekey Interval: (0

RADIUS Server IP Address: |0.0.0.0

| Disabled |

RADIUS Port: {L1F

RADIUS Key:

WPAMAPL Encryption: AES ~|

WEP Encryption: Disabled
ApplyiEaer

Modify the fields as needed, using the information provided in the table below, and then click Apply/Save.

Field Name Description

Protected Management :Select whether management frames are protected. Options are Disabled, Capable, and Required.
Frames : The default is Disabled.

WPA2 Preauthentication :Select whether clients can pre-authenticate with the gateway while still connected to another AP.
. Options are Enabled and Disabled. The default is Disabled.

Network Re-Auth Interval :Enter the interval at which the client must re-authenticate with the gateway. The default is
+ 36000 seconds (10 hours).

WPA Group Rekey Interval : Enter the frequency at which the gateway automatically updates the group key and sends it to con-
. nected LAN client devices. Options are 0 - 65535 seconds. The default is 0.

RADIUS Server IP address : Enter the IP address of the RADIUS (Remote Authentication Dial In User Service) server associated
- with your network.

RADIUS Port ' Enter the port number for the RADIUS server. Options are 1 - 65535. Port 1812 is the default and is
. the current standard for RADIUS authentication per the IETF RFC 2865. Older servers may use port
11645,

RADIUS Key ' (Optional) Enter the encryption key needed to authenticate to the specified RADIUS Server.

WPA/WAPI Encryption ' Select the encryption standard. This field is displays the option most compatible with the selected

network authentication method. Options are:
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« AES: Advanced Encryption Standard. This is the default.
« TKIP+AES: AES combined with TKIP (Temporary Key Integrity Protocol) allows access by
either standard.

.............................. I mmemeeeceeccecceccescee-csacemeesaseacea-eacese-eameaeeaseeemeeeeeaeeaeeemeeeeeaaceaeememmacmaeeamaannan

WEP Encryption ' This option is set to Disabled and cannot be changed.

WPA2-PSK and Mixed WPA2/WPA-PSK Authentication
The following fields appear when you select WPA2-PSK or Mixed WPA2/WPA-PSK in the Network Authentication field.

Manual Setup AP

You can set the network authentication method, selecting data encryption,

speafy whether a network key is required to authenticate to this wireless network and
speafy the encryption strength.

Click ‘Apply/Save’ when done.

Select S5ID: | SmartRG-4287-56 |

Network Authentication: | WPAZ -PSK Bl

Protected Management TR

Feames: Eﬂhled il

WP/ WAPT passphrase: et Click here to display
|

WPA Group Rekey Interval: |0

WRASWAPI Encryption: AES |
WEP Encryplion: Disabled
Appiy/Save

Modify the fields as needed, using the information provided in the table below, and then click Apply/Save.

Field Name Description

Protected Management : Select whether management frames are protected. Options are Disabled, Capable, and Required.
Frames : The default is Disabled.

WPA/WAPI passphrase : Enter the security password to be used by this security configuration. When you click Click here to
+display, the passphrase appears in a separate window.

WPA Group Rekey Inter-: Enter the frequency at which the gateway automatically updates the group key and sends it to con-
val 'nected LAN client devices. The default is 0.

WPA/WAPI Encryption : Select the encryption standard. This field is displays the option most compatible with the selected
» network authentication method. Options are:

« AES: Advanced Encryption Standard.
o TKIP+AES: AES combined with TKIP (Temporary Key Integrity Protocol).

........................... b emmccecceeceaccecceccesccsccecceecee-cesce-scee-ceeceeeemcesacee-easeaeemacmaeeancaememeeaoeaaemammeaennnann

WEP Encryption : This option is set to Disabled and cannot be changed. It disables WEP (Wired Equivalent Privacy)
: mode.
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MAC Filter

On this page, you can configure whether wireless clients are allowed to access the wireless network of the wireless gateway.

1. In the left navigation bar, click Wireless > MAC Filter. The following page appears.

SMART/RG SRS16ac
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Device Info Wireless -—— MAC Filter

Ay etup . .

ik Select SSID: | Smanfh-4287-56

Wireless .

5 GHz Band

Basic MAC Restract i@ Oy O Mate: If "allow’ ks chosen and mac
Security Mode: Disabded Slllow Deny  filber s empty, WPS will be disabled

MALC Address | Remove

Station Info
2.4 GHz Band
Wifi Insight

K e

2. In the Select SSID field, select the access point that you want to configure.
3. Select the MAC Restrict Mode. Options are:

= Disabled: Disable wireless MAC address filtering. This is the default.
m  Allow: Allow the wireless clients in the MAC Address list to access the wireless network.

Note: For this option to work, you must add at least one MAC address to this page.

= Deny: Reject requests from the wireless clients in the MAC Address list to access the wireless network.
4. Toadd a MAC Address to the filter list:

a. Click Add. The following page appears.

SMART/RG’ SR516ac

orward thinking

Davice Info Wireless -- MAC Filter

Enter the MAC address and click "Apply/5ave’ to add the MAC address to the
wireless MAC address filters.

MAC Address; |

Ay T

Wireless Brides

b. Enter the MAC address of the wireless client.
c. Click Apply/Save to save the address to the list. You are returned to the Wireless - MAC Filter landing page.
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5. Toremove a MAC address from the list, click the Remove check box next to it and then click the Remove button. The list
refreshes.

Wireless Bridge

On this page, you can configure the wireless bridge features of the wireless LAN interface.

1. In the left navigation menu, click Wireless > Wireless Bridge. The following page appears.

ART/RG SR516ac
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Device Info Wireless -- Bridge

Advanced Setup

This page allows you to configure wireless bridge features of the wireless LAN
Wireless witerface. Select Desabled in Bridge Restrict whach disables wireless bndge

5 restriction. Any wireless bridge will be granted aocess. Selecting Enabled or
E Enabled(Scan) enables wireless bndge restriction. Only those bndges selected n
Basic Remote Bridges willl be granted access.
Secur ty Chek “Refresh” to update the remote brdges. Wait for few seconds to update.
MAL Filter Chck: “ApplyfSave” bo configure the wireless bridge options.
Wireless Bridge Bridge Restrict: Enabled al|
cird Remobe Bndges MAC Address:

i Infio I 17

Lot Apgty e

2. Modify the fields as needed, using the information provided in the table below.

Field Name Description

Bridge Restrict ' Enable or disable the bridge restrict function for MAC addresses in the Remote Bridges MAC
Address field. Options are:
« Enabled: Allow only those bridges selected in the Remote Bridges MAC Address table to
access the wireless LAN. This is the default.

« Enabled (Scan): Allow only those bridges selected in the Remote Bridges MAC Address
table to access the wireless LAN but the scanning feature is active.

« Disabled: Disable the wireless MAC address filtering function. Any wireless bridge can access
the wireless LAN.

Remote Bridges  : Enter up to four MAC addresses for the remote bridges that are allowed to access the wireless LAN.
MAC Address

3. Click Apply/Save to save your settings.

Advanced
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On this page, you can configure the advanced features of the wireless LAN interface. You can select a particular channel on
which to operate, force the transmission rate to a desired speed, set the fragmentation threshold, the RTS threshold, the
wakeup interval for clients in power-save mode, and more.

Note: The default settings work for most environments. It is recommended that only experienced users change settings on this
page.

1. In the left navigation bar, click Wireless > Advanced. The following page appears.

SMART/RG'

arward think ng
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Wireless. <= Advanced

This page allows you to configure advanced features of the wireless LAN interface, You can
select a particdar channel on which to operate, force the transmission rate to 3 particular
spaed, set tha fragmentation thrashald, set the RTS thrashald, set the wakeup nterval for
chisnts i power-£ave mode, set the bescon nterval for the soceds point, st XPress mode and
set whether short or long preambles are used.

Click ‘apply/5ave’ to configure the advanced wireless opticns,

Bang: [saHz -]

Channel: | Aute Cusrent: 161
sute Channel Taner(man) |13

BOZ.LIA/EWC: [ats  +]

Bandwidth: |40 MMz | Current: 40MHE
Control Sideband: Lowavesr Current: Upger
BOZ.11n Rate: Ao ]

£02.11n Protectian: Ao |

Support 02.11n Chient [

Onily: - 4

RIFS Advertisement: Autn

DBSS Co-axistance: | Disable |

RX Chain Power Save: | Enable | Power Sava status: iy

R Chain Power Save Quict
Thiee:

R Chain Pawer Save PPS: (10

S40 Rate: & Mbps

Mulscast Rate: | Auta bt

Basic Rate: | Default v_
Fragmentation Threshold: L

RTS Theeshaold: |2m7 |

DTIM Interval: IC |

Beaton Interval: | o |

Global Max Clients: L

WPress Technology: | Enable |
Transmit Power Level; [24 dBm (250 o) ~ |
WMM{Wi-Fi Multimedia): | Enabled ~

WM Mo Adnowledgement: | Disshled

WMM APSD: | Ensbled |
?é}g.“;fﬁmu Transmissisn Disabled V'
Beamforming Reception  [————

rEr ested |

Band Steening: | Disabiled |

Enalile Traffic Scheduler: Disable |

Astma Faimess: | Enble ~ |
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2. Modify the fields as needed, using the information in the following table.
3. Click Apply/Save to commit your changes.

Field Name Description

Band : The only option for this field is the band selected in the left menu.

Channel ' Select the Wi-Fi channel you want to use. The current channel number displays to the right of the
. field. For the 5GHz band, options are Auto and 36 through 157. For the 2.4GHz band, options are
‘Auto and 1 - 7. The default is Auto.

éAll devices in your wireless network must use the same channel in order to work correctly.

Auto Channel Timer ' Enter the frequency (in minutes) at which the gateway scans channels for interference. If a
(min) - threshold of inference is detected, a new channel will be selected automatically. Options are O -
165535 minutes. The default is 15 minutes.

............................. bemececceeceecceccecceeccecceccescesccscsce-sceecceaceaceacemeceameaeeacemeeeaceaneaacmmeeaeeaaeeammeaaan.ann

802.11n/EWC :Select whether to enable this standard. Options are Auto and Disabled. The default is Auto.
For detailed information about this standard, refer to IEEE 802.11n Draft 2.0.

Bandwidth ' Select the operating bandwidth. Options are 20 MHzand 40 MHz. The default is 40MHz. The current
- bandwidth setting displays to the right of the field.

Control Sideband ' Select whether to use the lower or upper bands. Options are Lower and Upper. The default is
:Lower.

802.11n rate ' Select the desired physical transmission rate. The rate of data transmission should be set depending

on the speed of your wireless network. You can select from a range of transmission speeds (0 - 15),
:select Use 54¢g Rate, or select Auto to have the gateway automatically use the fastest possible data
rate and enable the Auto-Fallback feature. Auto-Fallback will negotiate the best possible con-
:nection speed between the gateway and a wireless client. The default is Auto.

............................. bememcecceeceeccecceccescesccecceasceescsace-sceeeceacsaeeacemeceameaceacemeemaeeaneaammaeeeoeaaeaammeaaanaann

802.11n protection :Select whether to enable 802.11n and legacy clients to both work effectively on the network.
: Options are:

« Auto: Provides maximum security but produces a noticeable impact on throughput. With this
option, RTS/CTS behavior permits legacy clients to become aware of 802.11n transmit times,
but decreases overall throughput. This is the default.

« Off: Provides better throughput.

Support 802.11n client  :Select whether to restrict 802.11b/g clients from accessing the gateway. Options are On and Off. The
only - default is Off.

RIFS Advertisement 'RIFS (Reduced InterFrame Speed) is the time in micro seconds by which the multiple transmissions
- from a single station is separated. This option Improves performance by reducing dead time required
‘between OFDM transmission. Options are Auto and Off. The default is Auto.

............................. bemececceecescceccecceeccecceccescesccsasce-sceeeceacea-eaeemeceamea-eaeemeeeaeeaneaacmmeeaeeaaeaammeannanaann

0OBSS Co-Existence ' Coexistence of Overlapping Basic Service Sets (OBSS) prevents overlapping in the 20 MHz and 40 MHz
. frequencies. Options are:

« Enable: The gateway automatically reverts to 20 MHz channel bandwidth when another WiFi
network within 2 channels of its own channel is detected or when a client device with its 40
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MHz Intolerant bit set is detected.
« Disable: The gateway advertises and operates in 40 MHz mode regardless of how other
nearby networks are configured. This is the default.

RX Chain Power Save :Select whether power-save mode is enabled. Options are Disable and Enable. The default is Enable.

Note: Before setting this parameter, make sure that 802.11n/EWC is set to Auto.

RX Chain Power Save ‘Enter the number of minutes that will elapse before quiet time begins. The default is 10 minutes.
Quiet Time :

RX Chain Power Save PPS : Enter the throughput threshold (in seconds) for when the router engages power save mode after the
- quiet time period has elapsed. The default is 10 seconds.

Multicast rate 'Select the multicast transmission rate for the network according to the speed of your wireless net-
work. Select from a range of transmission speeds or select Auto to have the gateway automatically
‘use the fastest possible data rate and enable the Auto-Fallback feature. Auto-Fallback will nego-
tiate the best possible connection speed between the gateway and a wireless client.

' Options are Auto and 1 - 54 Mbps. The default value is Auto.

Basic Rate ' Select the basic transmission rate ability for the AP. Options are Default, All, 1 & 2 Mbps, and 1 & 2
‘&5.5&6 & 11 & 12 &24 Mbps. The default is Default.

Fragmentation Threshold : Enter the size at which packets will be fragmented into smaller units. The primary consideration for
- this setting is the size/capability of the circuit. Options are 256 - 2346 bytes. The default is 2346
' bytes.

Note: A high packet error rate is an indication that a slightly increased fragmentation threshold is
‘needed. When possible, the default value of 2346 bytes should be maintained. Poor throughput is a
+ likely result of setting this threshold too low.

.............................................................................................................................................

RTS Threshold ' The gateway sends Request to Send (RTS) frames to a particular receiving station and negotiates the
:sending of a data frame. After receiving an RTS, the wireless station responds with a Clear to Send
- (CTS) frame to acknowledge the right to begin transmission.

If a packet is smaller than this setting, the WLAN client hardware does not invoke its RTS/CTS mech-
ranism. Options are 256 - 2347 bytes.

éThe default value of 2347 (disabled) should be left in place unless you encounter inconsistent data
flow. In that case, make small reductions to this value until the issue is resolved.

DTIM Interval ‘Enter the Delivery Traffic Indication Message (DTIM or Beacon rate) countdown variable used to indic-
- ate when the next window is available to client devices for listening to buffered broadcast and mul-
‘ ticast messages. Options are 1 - 255. The default is 1.

............................. bemececceeceeccecceccescceccecceecesccsace-sceeeceasceaceacemaceameaeeaeemaeeaeeaneaaemmeeeoeaaeanmmeanaanaann

Beacon Interval ' Beacon information packets are sent from a connected device to all other devices where it
rannounces its availability and readiness. A beacon interval is the period of time (sent with the
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‘beacon) that the device waits before sending the beacon again.

Enter the time interval (in milliseconds) between beacon transmissions. Options are 1 - 65535 ms.
éThe default is 100 ms, which is recommended.

Global Max Clients ‘Enter the maximum number of clients that can assess this wireless network at one time. The max-
+imum for 5 GHz is 80; the maximum for 2.4 GHz is 128. The default is the maximum.

Note: You must change this field before you can change the Max Clients on the Wireless > Basic.

Xpress™ Technology :Select whether to enable Xpress Technology, a special accelerating technology for [EEE802.11g.
- Options are Enable and Disable. The default is Enable.

Transmit Power Level :Select the level of power used for transmittals. Options range from 4 dBm (2mw) to 18dBm (60 mw).
: The default is 18 dBm (60 mw).

WMM (WiFi Multimedia) : This technology allows multimedia services (audio, video and voice packets) to get higher priority for
- transmission. Options are Auto, Enabled, and Disabled. The default is Enabled.

éWarning: If you disable this option, all QoS queues and classifications defined for the wireless net-
:work are also disabled.

WMM No Acknow- : The acknowledge policy used at the MAC level. Enabling this option allows better throughput but, in

ledgment a noisy RF environment, higher -963 error rates may result. The default is Disabled, meaning that an
-acknowledgment packet is returned for every packet received. This provides a more reliable trans-
mission but increases traffic load, which decreases performance. Disabling the acknowledgment can
- be useful for Voice, for example, where speed of transmission is important and packet loss is tol-
erable to a certain degree. Options are Enabled and Disabled. The default is Disabled.

WMM APSD : APSD (Automatic Power Save Delivery) is an automatic power saving feature. Enabling ensures very
- low power consumption. WMM Power Save is an improvement to the 802.11e amendment, adding
-advanced power management functionality to WMM. Options are Enabled and Disabled. The default

is Enabled.
Beamforming Trans- 'Select to concentrate the transmission signal at the gateway location. This results in a better signal
mission (BFR) +and potentially better throughput. Options are Disabled, SU BFR, and MU BFR. The default is Dis-
‘abled.

............................. bemececceeceecceccecceeccecceccescesccscsce-sceecceaceaceacemeceameaeeacemeeeaceaneaacmmeeaeeaaeeammeaaan.ann

Beamforming Reception :Select to concentrate the transmission signal at the gateway location. Options are Disabled, SU BFE,
(BFE) +and MU BFE. The default is Disabled.

Band Steering ' Select whether to detect if the client has the ability to use two bands. When enabled, the less-con-
: gested 5GHz network is selected (by blocking the client’s 2.4GHz network). Options are Disabled and
Enabled. The default is Disabled.

............................. bemececceeceecceccecceeccecceccescesccscsce-sceecceaceaceacemeceameaeeacemeeeaceaneaacmmeeaeeaaeeammeaaan.ann

Enable Traffic Scheduler :Select whether to enable scheduling of traffic to improve efficienty and increase usable bandwidth
- for some types of packets by delaying other types. Options are Disable and Enable. The default is
‘ Disable.
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Airtime Fairness ' Select how the gateway will manage the receiving signal with other devices. Options are Disable and
+Enable. The default is Enable.

Station Info

On this page, you can view the authenticated wireless stations and their status.

In the left navigation menu, click Wireless > Station Info. The following page appears.

SMART/RG’ SR516ac

arward thinking

Info Wireless -- authenticated Stations

ed Setup This page shows authenticated wireless stabions and their stabus.
Wireless

MAC | Associated | Authorized | 551D | Interface

MAC Filber

Wireless Bridge

To update the data, click Refresh.
Wifi Insight

On this page, you can configure the WiFi Insight system.
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1. In the left navigation menu, click Wireless > Wifi Insight. The following page appears. You can also reach this page by
clicking Wireless > Wifi Insight > Configure.
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Configure
In thes page you will be able 1o configure the WiFi insaght systern
Sample Interval
® S5Sacond O 10Second O 15Second O 20 Second
Start/Stop Data Collection -

Start Data Collection

O Start colecting data every

Sunday Monday Tuasday Wednesday Thursday
Frday Salurday

From 1206 A To 1200 AM
Database Size .
Database Sz R |  MB

(Flease node that, for example, 2 STAS connecied using @ 5 seconds sample intenval nun
Vor 1 hour will oocupy approximalody 1.30 MB of database)

Once Dalabase sze reaches maximum limil ® COwerwrite Older Data O Stop

Datacoliection
Counters
Bl Channel Statistes E  Packet Retned
B Chanim Statistics BF  Queve Utlization
B Rx CRS Glitches H  Queue Length Per
H pad PLCP Procisdancs
B BadFCS B Data Throughput
B Packet Requested B Physical Rate
H Packet Stored B RTSFad
B Packet Dropped B Retry Drop
H PS Retry
E Acked
Export Database

Download Database File Save Database to File
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2. In the Sample Interval section, select the number of seconds for sampling to occur. Options are 5, 10, 15, and 20
seconds. The default is 5 seconds.
3. In the Start/Stop Data Collection section, configure the data sample:
a. Click Start collecting data every.
b. Select the days of the week when the data should be collected.
c. Inthe From and To fields, enter the start and end times for collection.
4. In the Database Size section, configure the database size limits:
a. In the Database Size field, enter the maximum size for the database file where the collected data will be stored.
The default is 2 MB.
b. (Optional)Select whether to stop data collection when the maximum size is reached. Options are Overwrite
Older Data and Stop Datacollection. The default is Overwrite Older Data.
5. (Optional) In the Counters section, clear any counter options that you do not need. The default is to collect all counters.
Click Submit to save the configuration.
7. Toexport a database, in the Export Database section:
1. Click Save Database to File. The open/save dialog box appears.
2. Click OK to save or click Open and OK to view.

o

Site Survey

On this page, you can view signal strength and other details for your wireless networks.
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1. In the left navigation menu, click Wireless > Wifi Insight > Site Survey. The following page appears.

SMART/RG SR516ac
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Address [dBm] & [dB]  [MHz] Channel Channet

SmantRG-4Z8T  JC:00:86:69:42:89

In the first field above the chart, select the wireless network that you want to review.
In the Select Channel field, select the channel that you want to review.

In the Select Bandwidth field, select the bandwidth.

Click Scan. The page refreshes to show the requested information.

kW

Channel Statistics
On this page, you can view signal strength, channel capacity, interference, and other details for specific channels.

In the left navigation menu, click Wireless > Wifi Insight > Channel Statistics. The following page appears.
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I 2.4 GHz - SmartRG-4287 *-'I

Current Channel Bu
Current Channel BandWidth:40 MHz
Current Available Capacity :0%

Associated Station's
Shows stations associated with AP,

S51D : SmartRG-4267
BSSID : 3C 90065 6042 80
Channel : S
P ¥

—
o

Channel Capacity
Shows bandwidth that is available for use in each channel.

W Alatle Capacty

Metrics

On this page, you can view glitch counter, chanim, associated stations, and packet queue statistics for your wireless networks.

In the left navigation menu, click Wireless > Wifi Insight > Metrics. The following page appears.
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Diagnostics

Line performance diagnostic tools are supported by your SmartRG gateway. Three legs of the data path are included in the avail-
able tests: LAN connectivity, DSL connectivity, and Internet connectivity tests.

Diagnostics

On this page, you can test the connection to your local network, the connection to your DSL service provider, and the connection
toyour Internet service provider.

1. In the left navigation bar, click Diagnostics. The following page appears, showing information about the connection
encountered by the gateway.
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ipoe_0_1_ 1 Diagnostics

Vs madesn 3 capable of testing your DSL connection. The insdnadual bests are kgted balow. If
a test displays a fail status, dick “FRerun Diagnostic Tests™ at the bottom of this page to make
sure the (il status is consstent, If the test continuwes to fad, dick "Help™ and follow the
troubleshooting procedures,

Test the connection to your local network
Test ywour LAl - PASS

H PASS

N 5 GHE:ON
i 2.4 GHZON

2. Torun atest (and refresh the data), click the appropriate Test button.

The table is updated with fresh diagnostic information regarding connection integrity.

w

To test another connection, click Next Connection. The data refreshes and the Previous Connection button appears.
4. If a test fails, click the Help link located in the last column to learn more about what is being tested and what actions you
can take.

Ethernet OAM

On this page, you can view diagnostics regarding your VDSL PTM or Ethernet WAN connection. Fault Management is compliant
with IEEE 802.1ag for Connectivity Fault Management.
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In the left navigation bar, click Diagnostics > Ethernet OAM. The following page appears.

SMART/RG
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Ethernet Link OAM (802.3ah)
[] Enabled

Ethernet Service OAM (802.1ag / ¥.1731)
[] Enabled @ goz.1ag O w1731
Aphy/Sive

Management

Logout

2. Toenable Ethernet Link OAM (802.3ah):
a. Click the Enabled checkbox. Additional fields appear.

SR516ac
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Device Info Ethernet Link OAM (802.3ah)
Advanced Setup # Enabled
Wireless
- : WAN Interface: atmi
[Diagnostics

DHagnostics OAM ID: 1

Ethermnet OAM

Auto Event

Diagnostics Tools

Management Variable Retrieval

Logout

| Link Events

Remote Loopback

Active Mode

Enabled ‘® g02.1ag ¥.1731

Ethernet Service OAM (802.1ag / ¥.1731)

| Apcky i |

SR516ac

{positive integer)

b. Modify the fields as needed, using the information in the Ethernet Link OAM (802.3ah) section of the table

below.
3. Toenable Ethernet Service OAM (802.1ag/Y.1731):

a. Click the Enabled checkbox. Additional fields appear showing values for 802.1ag. To configure Y.1731, click the

Y.1731 radio button. The page refreshes.
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Device Info Ethernet Link OAM (802.3ah)
Advanced Setup Enabled
Wireless
Diagnostics Ethernet Service OAM (802.1ag / ¥.1731)
DHagnostics # Enabled ® g0Z.1ag U Y.1731
Ethemet MM
: : WAN Interface: atml) *
Diagnostics Tools
Management MD Level: 0* [0-7]
e MD Namig: brosscom | [@.9. Broadcom]
MA ID: BRI [e.g. BRCM]
Local MEP [D: i [1-8191]
L B [1-4094] (-1 means no VLAN tag)
CCM Transmission
Remote MER ID: [1-8191] (-1 means no Remate MEF)

Loopback and Linktrace Test
Target MaC: [e.0. 02:20:18:a0:bb:cc]

Linktrace TTL: 1 [1-255] {-1 means no max hop limit)

Loopback NfA
Result:

Linktrace
Result: NiA

b. Modify the fields, using the information provided in the Ethernet Service OAM (802.1ag/Y.1731) section of the
table below.
4. Click Apply/Save to commit your changes.
5. Torun aloopback test, enter a MAC address in the Target MAC field and click Send Loopback at the bottom of the page.
The results appear in the Loopback Result row of the table.
6. Torun alinktrace test, enter a MAC address in the Target MAC field and click Send Linktrace at the bottom of the page.
The results appear in the Linktrace Result row of the table.

Field Name Description

Ethernet Link OAM (802.3ah) section

WAN Interface ' Select the WAN interface that you want to test.
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OAM ID ' Enter the ID of this OAM configuration. Only positive numbers are allowed.

Link Events ' Click to enable reporting of critical conditions that may cause link failure.
Remote Loopback ' Click to enable on-demand link diagnostics, including bit-error-rate approximation.
Active Mode ' Click to enable this feature.

WAN Interface Select the WAN interface that you want to test.
MDLevel (Appears for the 802.1ag option only) Select the domain level for this maintenance domain. Options are
+0-7.The larger the domain, the higher the value you should select.

MDName | (Appears for the 802.1ag option only) Enter the name of the maintenance domain, e.g., Broadcom.
maD (Appears for the 802.1ag option only) Enter the maintenance association ID, e.g., BRCM.
MEGLevel | (Appears for the Y.1731 option only) Enter the level of the maintenance entity group.
MEGID (Appears for the Y.1731 option only) Enter the ID of the MEG.
LocalMEPID Enter the ID of the local maintenance entity group end point.. Options are 1 - 8191, The defaultis 1.

Target MAC : Enter the MAC address for the test, e.g., 02:10:18:aa:bb:cc.

Linktrace TIL ~ : Enter the maximum number of hops allowed. Optinons are 1- 233. The default is-1 (nolimit).
Loopback Result ~ : Displays the results of the loopback test.
Linktrace Result  :Displays the results of the linktrace test.

Diagnostic Tools

In this section, you can ping or trace the communication route, and start or stop your DSL connection.
Ping

On this page you can ping a server by host name or IP address.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2018




SMART/RG

1. In the left navigation menu, click Diagnostics Tools > Ping. The following page appears.

SR516ac

PFing Diagnostic

Please type in a host name or an IP Address, Click Submit to check the
connection automatically.

Host Name or Ip Address:'_ .

Logout

2. Enter the host name or IP address.
3. Click Submit. The details of the ping appear on the page.

[pINE 102.168.1. 40 {1592.168.1.40): &4 data bytes

=mm 1952.168.1.40 ping sTatisticy ===
|4 packets transmitted, 0 packets received, 4 packet loas

Test Result

4, Toreturn to the Ping Diagnostic page, click Back.
5. Tostop atest, click Stop.

Traceroute

On this page, you can use the traceroute utility to trace a connection.
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1. In the left navigation menu, click Diagnostics Tools > Traceroute. The following page appears.

SR516ac

Traceroute Diagnostic

Please type in a host name or an IP Address, Click Submit to trace the route.

Host Name or Ip Address]

2. Enter the host name or IP address.
3. Click Submit. The details of the trace appear on the page.

tracersute To 192.168.1.40 (192.168.1.40), 30 hops max, 38 byte packeca
1 1%2.168.1.1 (1%2.168.1.1) 3007.139% ma J006.028 ms 3J006.432 ms

Test Result

4. Toreturn to the Traceroute Diagnostic page, click Back.
5. Tostop a test, click Stop.

Start / Stop DSL

On this page, you can start or stop your DSL connection.
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1. In the left navigation menu, click Diagnostics Tools > Start/Stop DSL. The following page appears.

SMART/RG’ SR 16ac

‘crward thinking

Your DSL connection is down, Verify that your Gateway is correctly connected
to your phone line. If the problem persists, check your documentation.

Start/Stop DSL

This page enablés you o start or Stop your DSL line.

Your DSL connectlon Is Down, it seems the phone line ks not connected.

Manage

Logout

2. Toconnect toyour DSL, click Start. A message appears, with instructions for refreshing the page. When the connection is
ready, the "DSL connection is up” message appears.
3. Tostop your connection, click Stop. A message appears, stating that your DSL connection is down.

Management

In this section, you can configure server and system log settings, control access, and configure clients.
Settings

In this section, you can back up the current settings, restore saved settings, or reset the gateway to default settings.

Backup

On this page, you can back up the current settings for your gateway in a file stored on your computer.
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1. In the left navigation bar, click Management > Settings. The following page appears.

SMART/RG SRS16ac

orward thinking

Device Info Settings - Backup

dvanced Setup

Backup Broadband Router configurations. You may save your router running
sethings to a file on your PC.

Bacieap Ronming betting
Update
Auto Update Backup Broadband Router configurations. You may save your router default
sethings to a flle on your PC.
Baciup Defasls Sestings

2. Toback up the current running settings:
a. Click Backup Running Settings. The Opening file dialog box appears.
b. Click OK. The file is saved to your default download location and is named "backupsettings.conf".
3. Toback up the current default settings:
a. Click Backup Default Settings. The Opening file dialog box appears.
b. Click OK. The file is saved to your default download location and is named "backupdefaultsettings.conf".

Update

On this page, you can restore previously backed-up gateway settings.
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1. In the left navigation bar, click Management > Settings > Update. The following page appears.

SMART/RG’ SRS 16ac

orward thinking

ice nfo Tools -- Update Settings
anced Setup .

Update Broadband Router settings. You may update your router settings
uzang your saved files,

Settings File Name: | Browss.. | ko fis sslected.

Updats Tatting:

Update Default Broadband Router Settngs. You may update youwr router
default settings using your saved files.

Settings File Marme: | Browse. | o fie wected.
ement Server

= ’ Updats Setnings
Connection

et Time

Control

e [vvare

2. Toupdate settings from a file that you saved previously:
a. Click the Browse button to locate either a customized setting file or the default setting file (.conf file) on your
local system and click Open.
b. Click Update Settings. The gateway reboots when the update has completed.

Restore Default

On this page, you can restore the gateway to the factory default settings. If you think you might need to reload the current set-
tings, create a backup (on the Management > Settings > Backup page) before proceeding.

1. In the left navigation menu, click Management > Settings > Restore Default. The following page appears.

SMART/RG' F—

orward thinking

Tools -- Restore Default Settings

Restore Broadband Router settings to the custom defaults,

Bretcery Dufauit Setting:

2. Click Restore Default Settings. The system returns to the default settings and reboots.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2018




SMART/RG

System Log

The System Log page displays a history of error conditions and other events encountered by your gateway. You can configure the
system log and view the security log.

1. In the left navigation bar, click Management > Settings > System Log. The following page appears.

SR516ac

System Log

Thie System Log Dialog aBows you to vidw the System Log and configure thi
System Log options.

Click "View System Log' to view the System Log.

Click ‘Configure System Log to configure the System Log opbions.

W b S8 Lag Contigere y30em Log

2. Toview the system log details:
a. Click View System Log. The log appears in a separate window.

{J

192.168.1,1/ admen Sogvew.ormd

System Log

Eernel: PRP_KERN: numid =0, numl=1, numz=2, mdex=524 2590 register device pppd.2

2
Fab 13 14:57:23 dasmon [syslog: PPP LCP LR
Fab 13 14:57: 24 daeman (Syslog: Ueer name and password authenbcatn faded,

Fab 13 14:57:33 dsemon
Fab 13 14:57:33 daemon
Fab 13 14:57:33 kem
Feb 13 14:57:33kem
Feb 13 14:57:33/daemon
Fab 13 14:57:34/daemon
Feb 13 14:37:430d

Fab 13 14:57:43[daamon
Fab 13 14:57:43 kem
Feb 13 14:57:43 em
Fab 13 14:57:43daemon
Feb 13 14:57:44d daemon
Feb 13 14:57:47
Fob 13 14:57:47
Fab 13 14:57:47[kem
Feb 13 14:57:47 em
Fab 13 14:57:470d
Fib 13 14:57: 48 daemon
Feb 13 14:57:57 [daemon

syslog: PPP server deteded.

[syslog: PPP sesson astablished.

kernel: PRPP_KERN: ppp_create_inter sie: ursd=534200

Eermel: PPP_KERN: num0 =0, numl=1, num2=2, index=524290 register device popd.2
‘wysiog: PPP LCP LR,

syshag: User name and pasaward suthenbeaton faled,

sysiog: PPP server deteded,

[syslog: PPP sesmon astablished.

Eermel; PPP_KERN: ppp_creabe_inbensie: urd=524200

Eernel: PRPP_KERM: num =0, num1=1, numz=2, ndex=524 780 register device pppd.2
|swsiog: PPR LCP UR,

Sysiog: User name and password authenbicaton faled,

syslog: PPP server deteded.

[Frsiog: PPP sesmon astablished.

Eernel: PRPP_KERN: ppp_create_intersie) unt=534200

Eoernel: PPP_KERM: numd =0, numl=1, num2=2, index=524290 register device pppd.2
|S¥siog: PRR LCP LR

|Eyshog: User name and paddaword suthenbeaton faled,

wysiog: PPP server detected.

HHEHHE BHBEEHBBBEHEBBHBE

b. Toupdate the data, click Refresh.
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3. Toconfigure the log settings:
a. Click Configure System Log. The following page appears.

'_IVTmT/RG i SR516ac
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Device Info System Log -—- Configuration

If the: log made i enablied, the system will begin to log all the selected events. For
the Log Level, all events above or agual to the selected level will be logged, For
the Display Level, all logged events above or equal to the selected level will be

; R displayed. If the selected mode 15 Remote’ or 'Both,’ events will be sent to the
Diagnostics Tods specified IP address and UDP port of the remote syslog server, If the selected
Management maode s Local” or 'Both,” events will be recorded in the local mamony.

Diagnostics

Select the deswred values and click ‘Apply/Save’ to conligure the system log

options,
Security Log
SHMP Agent Log: O pisable ® Enable
e Log Level: (Debugging
P Connection Display Level: Erro -
Internet Time Moda: T,.‘l;_ﬂ.l._'\r‘ )

Aoty S

Logout

b. Modify the fields as needed, using the information in the table below.
c. Click Apply/Save to save and apply your changes. You are returned to the System Log page.

The fields on this page are defined below.

Action Description

Log Level 'Select the type of information that you want logged. Options are Emergency, Alert, Critical, Error, Warning,
:Notice, Informational, and Debugging. The options are listed in order from least detailed to most detailed. The
- default is Debugging.

................. I mmmeceeccecceccesces-ce-ceaceaseseeea-eseeaeesaeaacemeeeacea-eacemecaameaneanemeemameaneaaemacmmeeaeeaaeeammaeaeannann

Display Level :Select the level of information that should be displayed. Options are Emergency, Alert, Critical, Error, Notice,
éWarning, Informational, and Debugging. The options are listed in order from least detailed to most detailed.
: The default is Error. This level is recommended (least verbose) unless you are actively troubleshooting a situ-
' ation with a subscriber for which increased detail is required.

Mode ' Select where log events will be sent. Options are Local, Remote, and Both. Select Remote or Both to send to
: the specified IP address and UDP port of a remote syslog server. Select Local or Both to record events in the
‘ local memory of your gateway. The default is Local.

éWhen you select Remote or Both, additional fields appear. Enter the IP address and port number for the
' remote syslog server.

Security Log

The security log contains a history of events related to sensitive access to the gateway. Logged events include:
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» Password change success / failure

« Authorized login success / failure

« Authorized user logged out

« Security lockout added / removed

« Authorized / unauthorized resource access
« Software update

1. In the left navigation bar, click Management > Security Log. The following page appears.

e ARTX F{(.—lr 5R516ac

orward thinking

Security Log

The Security Log Dialog allows you to view the Securnity Log and configure the
Securty Log ophions.

Chick View' to view the Secunty Log.
Click. Reset” to clear and reset the Security Log.

Right-click here to save Security Log to a file.

SECur by

SHMP .ﬁ.genr_ grrm ey
O RTO
XMP nection

Intenet Timig

2. Do any of the following:
« Toview the log, click View. The log appears in a separate window.

(] 19216811/ admin S fl:-:__:'.-' i, e

Security Log

2017-08-31TO7:41:06+00:00 1D 3: Authorized login success::U admim:MN HTTP:P B0:1P 192.168.1.2
2017-08-31TO7:48:57+00:00 ID 3: Authorized logn success: ;U admim:N HTTP:P 80:1F 192.168.1.2
2017-08-31T08:33:48+00:00 ID 3: Authonzed login success: U admin:N HTTP:P B0:IP 192.168.1.2

Refresh  Ciose

« Topurge the log entries and start fresh, click Reset. A confirming message appears. Click Close.

« Toexport the log to a local drive, right-click the here link in the last line of the instructions on the page. The log
appears in the browser window. You can save the page or select all of the log text, paste into a text file and save
the file.

SNMP Agent

On this page, you can configure the SNMP (Simple Network Management Protocol) settings to retrieve statistics from the SNMP
agent for the gateway. You can enable or disable the SNMP agent and set parameters such as the read community, system name
and trap manager IP.
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1. In the left navigation bar, click Management > SNMP Agent. The following page appears.

SMART/RG

orward thinking

Device info

Advanced Setup

bcs
tics Tools

Management Server

¥MPP Connaction

Internet Time

SR516ac

SHMP - Configuration

Sample Network Management Protocol (SNMP) allows a management applicabon to
retrave statistics and stabus from the SNMP Bgent in this dewce,

Select the desired values and deck “Save/Apply’ to configure the SNMP options.
SHMP Agent ®) Disable ) Enable

Read Community: [otc

Set Community: private

System Name; SmartRG

System Location: i

System Contact: e |
Trap Manager IP: |efnR

Sarenldpply

2. Modify the fields as needed, using the information provided in the table below.
3. Click Save/Apply to commit your changes.

The fields on this page are defined below.

Field Name Description

SNMP Agent ' This option is disabled by default. Click Enable to enable the SNMP agent.

Read Community :Select whether access to the network community is restricted. Options are public and private. The default

+is public.

Set Community :Select whether access to the write (set) community is restricted. Options are public and private. The
» default is private.

Trap Manager IP : (Optional) Enter the IP address where the trap manager is installed.

Management Server

SmartRG gateways support TR-069 based standards for remote management, including STUN server configuration. In this section,

you can configure the gateway with details about the management ACS (Auto Configuration Server) to which this gateway will be

linked.
TR-069
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The TR-069 client screen contains default connection parameters and generally only needs to be enabled, pointed to the ACS
URL, and any required ACS Username and ACS Password entered. This manual does not cover the setup of your ACS. If you need
to modify the default settings, consult the materials provided by your ACS vendor to determine the appropriate parameters and
server settings.

SmartRG products can accommodate several ACS products, including:

« Calix Consumer ACS

« Cisco Prime Home

o ClearVision

« Device Manager by SmartRG

1. In the left navigation bar, click Management > Management Server. The following page appears.

SMART/RG SRS 16ac

orward thinking

Device Info TR-069 dient - Configuration

AN Management Protocol (TR-06%) allows a Aute-Configuration Server (ACS) to
perform auto-configuration, provision, collection, and diagnastics to this device.

Select the desired values and dick ‘apply/Save’ to configure the TR-069 dient

aphons.

TR-069 Client ) pizable ® Enable

ACS URL from DHCP: (lenabled

OUI-Serial ®mac  Serial Number
Iriferm ) Disable &) Enabile
Inform Interval; o ]

ACS URL: | manpe  Ters. seatag ooew |

ACS User Name:
ACS Password:

WAN Interface used by TRAOG9 dient: | Any WAN ~|

Internet Tirme

Display SOAP messages on senal r F
b ® pisable O Enable

[ connection Request Authentication

2. Complete the necessary fields per the instructions from your ACS platform vendor.

Field Name Description

TR-069 Client ' This option is enabled by default. To disable this feature, click the Disable button.

OUI-Serial ‘Select whether to use the MAC address or the device serial number as the identifier. The
» default is MAC.
Inform ' Select whether the gateway will synchronize with the ACS. This option is enabled by default.
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' To disable this feature, click the Disable button.

Inform Interval ' Enter the frequency (in seconds) at which the CPE (gateway) checks in with the ACS to sync and
. exchange data. A typical production environment has CPEs informing to the ACS once a day or
‘every 86,400 seconds. The default is 3600 seconds (1 hour).

........................... bemmccecceccesccecceccecccsccsececces-ce-ceaceacemaceaesaeeaeemacmeeeaeeanmeaaeemeeaoeaaeameneaaann.ann

ACS URL ' Enter the URL for the CPE to connect to the ACS using the CPE WAN Management Protocol. This
parameter MUST be in the form of a valid HTTP or HTTPS URL. An HTTPS URL indicates that the
: ACS supports SSL. The "host” portion of this URL is used by the CPE for validating the certificate
from the ACS when using certificate-based authentication.

' You can include a port specification suffix if your ACS platform requires it, e.g., http://-
» customer1.acs.smartrg.com:30005 where 30005 is the port number. The default port is 30005.

WAN Interface used by :Select any_WAN, LAN, Loopback or any configured connection to identify how this gateway
TR-069 client - will connect to the ACS.

Display SOAP messages : Select whether to enable the display of messages on consoles. The default is Disable.
on serial console

3. (Optional) To configure the modem client Connection Request mechanism used by your ACS for communication with sub-
scriber gateways, click Connection Request Authentication. Additional fields appear.
Note: Consult with your ACS vendor for any specific connection request requirement impacted by the following settings.

Field Name Description

Connection Request Username : Enter the user name by which this gateway authenticates the ACS. For example, many
- ACS platforms use “admin” or “tr069”.

Connection Request Port ' (Optional) Enter the port number, e.g., "http://xxx.xxx.xxx.xxx:30005/" where the xxx
. values are specific WAN IP octet numbers. The default port value is 30005.

Connection Request URL ' This URL is set automatically and cannot be changed. It includes the request port num-
‘ber, e.g., http://10.101.40.115:30005/.

4. Toforce the gateway to attempt to sync with the ACS, click the GetRPCMethods button. This will assist you in verifying
the TR-069 parameters entered above.
5. Click Apply/Save to commit your changes.

STUN Config

STUN stands for “Simple Traversal of UDP through NATs”. STUN enables a device to find out its public IP address and the type of
NAT service it is sitting behind.

STUN is most commonly used with older modems under ACS management connected via a NAT gateway. NAT accommodates a
LAN-side device that has been allocated a Private IP address such as a CPE device on a private network behind an ONT. In this

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL. ALL RIGHTS RESERVED. COPYRIGHT © 2018



SMART/RG

instance, the regular CWMP Connection Request mechanism to talk to the modem gateway cannot be used to initiate a session
with that ACS.

A STUN server receives STUN requests and sends STUN responses. STUN servers are generally attached to the public Internet.

On this page, when a STUN server is present within the infrastructure of the Service Provider, you can configure this gateway
with the connectivity specifics for that server.

1. In the left navigation bar, click Management > Management Server > STUN Config. The following page appears.

S ART‘/ RGF" SR516ac

orward thinking

Device Info TR-06%9 Client -- STUN Configuration

Select the deswed values and chick “Apply” to configure the TR-06% Chent STUN
options.

] STUN Server support

Sarelipply

2. Toview the required STUN settings, click STUN Server Support. Additional fields appear.

) MART/RG& SRE16ac

orward thinking

Dhsvice Infia TR-D69 Client -- STUN Configuration

Advanced Setup

Select the desired values and dick “Apply” to configure the TR-06% Client STUN
oplons.

E sTum server support

STUN Server Address:

STUN Server Port: 14T
STUN Server User Name:

STUN Server Password:

STUN Server Maximum Keep Alive r
Panod:

STUN Server Minimum Keep Alive [ ]
Panod:

Access Control

3. Moadify the fields using the information provided in the following table.
4. Click Save/Apply to commit your changes.

The fields on this page are defined below.
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STUN Server Address : Enter the physical STUN server’s assigned network address. An invalid address will produce an imme-
. diate on-page error message from the gateway. You can enter a maximum of 256 characters

An ACS server may also have STUN functionality running on the same physical box. Consult your ACS
. vendor for implementation options and also TR-069 protocol documentation, if necessary.

STUN Server Port ' Enter the port number associated with your STUN server infrastructure. Options are O - 64435. The
+default is 3478.

STUN Server User Name : Enter the username by which the gateway accesses the STUN infrastructure. Maximum length is 256
. characters. Special characters are accepted.

STUN Server Password : Enter the password by which the modem authenticates the above username to the STUN infra-
' structure. Maximum length is 256 characters. Special characters are accepted. The value will be hid-
‘den.

........................... bmmmcecceeceecce-ce-sces-eseceacemeemeceaeeaeeaceseceemeaseeeeeemeeaeeaeeaecemeeeaeaaceacemeeaaeeaemaeamnnan

STUN Server Maximum : Enter the maximum time( in seconds) that the keepalive function should be active. Options are 0-
Keep Alive Period * - Unlimited. The default is -1 (no maximum limit).

STUN Server Minimum : Enter the minimum time(in seconds) that the keepalive function should be active. Options are 0-
Keep Alive Period * : Unlimited. The default is 0 seconds.

* This mechanism is used for refreshing NAT bindings with using Restricted Cone NAT or Port Restricted Cone NAT. A device’s
internal address / port mappings (which the STUN protocol can use) can have keep alive values attributed. These minimum and
maximum keep alive times define the minimum time to retain the mapping information that STUN has discovered, and the max-
imum time to retain that information, before refreshing it through forced re-discovery.

With these NAT schemes, the initial network address translation may not be used after a specified elapsed time. Internal map-
ping is dropped. The gateway then assigns a different address mapping. This mechanism allows for coordinated refresh on the
bindings for mappings used by the STUN protocol. For further information, review STUN-related RFCs.

Selecting appropriate values for these two fields is influenced by a various environmental factors including device types
deployed, services employed and NAT configuration options enabled within the topology.

XMPP Connection

On this page, you can configure a connection between the gateway and an XMPP server.
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1. In the left navigation bar, click Management > XMPP Connection. The following page appears.

- h"A.R-I-/(RGCl SR316ac

orward thinking

levice Info XMPP - Connection Setup

HMMP conmectien allows CPE to connect with XMPP server to advertise IP addresses of devices on the LAN side. A maximum
32 entries can be configured.

Jababwier Lise Esl 1 i o Change

3] TLS Status | Rem

SR516ac

XMPP -~ Connection Add

The Connection represents a XMPP connection between the device and a server,
The Username, Domain and Resource comprise the full identity (JabberiD) of this
Connection for thes devce.

To s&tup XMPR connéction, usermame, and password aré réquiréd, but domain,

resgurce, and use TLS can be optional, After entering specfic information, click
“Apply/Save” to add XMPP connaction.

WMPR Connection O use 1.5 [ Enable

Username:
Password:

Domain:

Risource:

XMPP Server Address:
MMPP Server Port:

Apphy iave

Logout

w

In the XMPP Connection field, select whether to use TLS and then click Enable.
4. Modify the fields as needed, using the information provided in the table below.

Field Description

Username ' Enter the username for accessing the XMPP server.

Password ' Enter the password for accessing the XMPP server.
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Domain ' (Optional) Enter the domain for this connection.

XMPP Server Port ' Enter the port for the IP address entered above.

5. Click Apply/Save to save and apply the settings.
6. Toremove aconnection, click the Remove checkbox to the right of the entry and then click the Remove button.

Internet Time

On this page, you can configure the gateway to synchronize its time with the Internet time servers. This feature is enabled by
default.

1. In the left navigation bar, click Management > Internet Time. The following page appears.

o MARTfRG SR516ac

orward thinking

Timee setlings
This page allows you to the modem's time configuration,

=) Automabcally synchronize with Inbernet me Servers

First NTP time server: | time.nist.gov ‘-‘_!
Second NTP tma [ |

|
Sincar :Hn-t.b.-rrlrw.mm ]
Third NTP bima server: | Nona ~]
Fourth NTF time $erver: Nong |
Fifth NTP time server: | oo vj

Current Rouber Time:  Thu Jan 1 00:13:03 1970
Time zone offset: | (GMT-05:00) Eastern Time (US & Canada) w

[ Enable Davhght Saving Time

dppiyia

Logout

Select the desired time servers.

Select the Time zone offset.

(Optional) Click Enable Daylight Savings Time.

Click Apply/Save to save and apply the settings.

To disable this feature, click the Automatically synchronize with Internet time servers check box to clear it and then
click Apply/Save to save your changes.

Access Control

In this section, you can manage user passwords and the services that are available for users.

ScUhAwWN

The following user names are assigned specific rights:
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« "admin” has unrestricted access
« "support” has general access rights plus additional rights to perform maintenance tasks and run diagnostics.
« "user" can view settings and statistics and update the firmware.

Passwords
On this page, you can modify the username and password of your users.

1. In the left navigation bar, click Management > Access Control. The following page appears.

- MART/( R(.T SR516ac

orward thinking

Device kfa Actess Control -~ Passwords

Access bo your broadband router is controlled through threse user accounts: admin, support,
and uer.

The user name ‘2dmin’ has unrestricted access te change and view configuration of your
Broadband Router.

The user name ‘support’ s usad to allow an ISP technician to access your Broadband Router
for mamtenance and to run diagnastcs.

The user name ‘user’ can aCcess the Breadband Router, view configuration settings and
statistics, as well as, update the router's software.

Use the fields below to enter up to 16 characters and chck ‘Apply/Save’ to change or oreate
passwords. Mote: Password cannot contain a space.

Username:

Oid Password:
Mew Pasdword:
Confirm Password:

Cofi trad

t Timaer

dpgiy fiave

Enter the user name in the Username field.

Enter the current password in the Old Password field.

Enter the new password in the New Password and Confirm Password fields. Passwords cannot contain spaces.
Click Apply/Save to implement your changes.

U R wN

Access List

On this page, you can create list of IP addresses that are allowed to access local management services (defined in the Services
Control list). When Access Control mode is disabled, IP addresses for incoming packets are not validated.
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In the left navigation bar, click Management > Access Control > Access List. The following page appears.

o h"‘AR-I-J/R(.-IS SR516ac

orwand think ir.g

Access Contral -- 1P Address

The IP Address Access Control mode, if enabled, permits access to local management
services from 1P addresses contaned in the Access Cantral Lisk. If the Access Controd made
is disgabled, the system will not vahidate 1P addresses for mcoming packets. The seraces are
the system applications listed in the Service Control List

Agcess Control Mode: 8 fisable O Enable

IP Address | Submet Mask | Fesmaoy

5R516ac

Add IPF Addresses

Enber the [P address of the management station permitted to access the local management
sérnces, and deck "Apply/Save”.

[P &dgressMack:

bppigfiows | Bamara

Enter the IP address and mask of the station allowed to access local management services.

Toenable the listed IP addresses to access local management services, in the Access Control Mode field, click Enable.
Toremove a connection, click the Remove checkbox to the right of the entry and then click the Remove button. If you
remove the only entry, Access Control Mode is set to Disable.

Click Apply/Save to save and apply the settings.

Services Control

On this page, you can enable or disable the different types of services that your gateway can access.
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1. In the left navigation bar, click Management > Access Control > Services Control. The following page appears.

SMART/RG'

orward thinking

MMP Agont

Manag

SR516ac

Access Control -- Services
Services acoess control kst (SCL) enable or disable the runnmg services.

WA Port WAN Interface

WP | Benable| [ | | Denable @ | |l ~]
HTTPs | Benstie| [ | | Oenabie|[s=_| [[an  ~
TELNET | Flenable | [2 | | Denable |2 | |lan  ~
S5H Eenable| [2 | | Oenable|[= | |[aL  ~|
FTR Henable| [ | | Oenabie & | -"-'-'- ”
P | Benable| [# | | Oenable ([ | |[ar  ~]
1oMp enable| @ Cenabile | 0 _”-'- “"
stew | Blenable| [%1 | | Oenable |[w | |[aL_ ~]
samps | Hlenable| [+# | | Oenabie |[+= | |[an  ~|

U R wN

Logout Timer

Select or clear the enable checkbox next to each service and interface that you want to change.

(Optional) In the LAN Port and Port fields, modify the port numbers for the services.

(Optional) In the WAN Interface field, select an interface. The default is ALL and works best for most environments.
Click Apply/Save to save and apply the settings.

On this page, you can define the maximum time that a session can remain open before the gateway logs out.

1. In the left navigation bar, click Management > Access Control > Logout Timer. The following page appears.

SMART/RG

orward thinking
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Aoess Contral -- Logout Timer
Here you can configure the automatec GUIT logout timer.
& value of Zero disables the automatic logout feature,

Logout Timer Penod (enter a value betweean 0 and 60 minutes): :15

Applyfiswe
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2. In the Logout Timer Period field, type the number of minutes after which a session will be ended. Options are 0 - 60
minutes. The default is 15 minutes. To disable this feature, enter a zero (0) in the field.

Update Software

On this page, you can update the firmware of your gateway. Software updates for SmartRG product are available for download by
direct customers of SmartRG via the SmartRG Customer Portal.

Note: Make sure that you have downloaded the correct software file as instructed by your ISP.

1. In the left navigation bar, click Management > Update Software. The following screen appears.

> MART/(RG* S5R516ac

‘orward thinking

-

Tools -- Update Software
Stap 1: Obtain an updated software image file from your ISP

Step 2: Enter the path to the image file location in the box below or chick the
‘Chrose Fibes' button to locate the image file,

Step 3: Chick the ‘Update Software” button ence to upload the new mmage file.

MNOTE:! The updabe process takes about 2 minutes to complete, and your
Eraadband Routér will rebook.

Security Log

SHMP Agent Coftware File Name: Brows. | b fie sleced

Mana ent Server Update Feftaare

necton

Interngt Time

2. Click Browse to locate and select the correct software file.
3. Click Update Software.

Note: When software update is in progress, do not shut down the gateway. After the software update completes, the
gateway automatically reboots.

Reboot

On this page, you can reboot your gateway without needing physical access to the unit.
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1. In the left navigation, click Management > Reboot. The following page appears.

SR516ac

[ty Click the button below to reboot the router.
Advanced Setup

Wireless st

Diagnostics Tools

Managsement
2. Click Reboot. The gateway reboots and, after a few minutes, the Login dialog box appears.

Logout

1. Tolog out of your gateway, click Logout in the left navigation menu. The Logout page appears.

SR516ac

rnrwa rd thinking

Device Info -
Advanced Satep Click the button below to log out of the GUL
Wireless Logoun

Diagnostics

Diagngstics Tools

2. Click the Logout button. A success message appears.

Appendix: FCC Statements

FCC Interference Statement

This device complies with Part 15 of the Federal Communications Commission (FCC) Rules. Operation is subject to the following
two conditions:

« This device may not cause harmful interference.

« This device must accept any interference received, including interference that may cause undesired operation.
This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to part 15 of the FCC
Rules. These limits are designed to provide reasonable protection against harmful interference in a residential installation. This

equipment generates, uses and can radiate radio frequency energy and, if not installed and used in accordance with the instruc-
tions, may cause harmful interference to radio communications. However, there is no guarantee that interference will not occur

in a particular installation.
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If this equipment does cause harmful interference to radio or television reception, which can be determined by turning the
equipment off and on, the user is encouraged to try to correct the interference by one or more of the following measures:

« Reorient or relocate the receiving antenna.
« Increase the separation between the equipment and receiver.
« Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
« Consult the dealer or an experienced radio/TV technician for help.
This Class B digital apparatus complies with Canadian ICES-003.

Cet appareil numrique de la classe B est conforme A la norme NMB-003 du Canada.

FCC Radiation Exposure Statement

This device complies with FCC radiation exposure limits set forth for an uncontrolled environment and it also complies with Part
15 of the FCC RF Rules.

« This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment.
« This equipment should be installed an operated with a minimum distance of 20cm between the radiator and your body.

« This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) this device may not
cause harmful interference, and (2) this device must accept any interference received, including interference that may cause
undesired operation.

Caution! Any changes or modifications not expressly approved by the party responsible for compliance could void the user's
authority to operate the equipment.

FCC - PART 68

This equipment complies with Part 68 of the FCC rules and the requirements adopted by the ACTA. On the bottom case of this
equipment is a label that contains, among other information, a product identifier in the format US: VW7DLO1BSR516A.

This equipment uses the following USOC jacks: RJ-11/RJ45/USB/Power Jacks.

A plug and jack used to connect this equipment to the premises wiring and telephone network must comply with the applicable
FCC Part 68 rules and requirements adopted by the ACTA. A compliant telephone cord and modular plug is provided with this
product. It is designed to be connected to a compatible modular jack that is also compliant. See installation instructions for
details.

Ringer Equivalency Number Statement
REN=0.1

Notice: The Ringer Equivalency Number (REN) assigned to each terminal device provides an indication of the maximum number
of terminals allowed to be connected to a telephone interface. The termination on an interface may consist of any combination
of devices subject only to the requirement that the sum of the Ringer Equivalence Numbers of all the devices does not exceed
5.
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If this equipment causes harm to the telephone network, the telephone company will notify you in advance that temporary dis-
continuance of service may be required. But if advance notice isn't practical, the telephone company will notify the customer as
soon as possible. Also, you will be advised of your right to file a complaint with the FCC if you believe it is necessary.

The telephone company may make changes in its facilities, equipment, operations or procedures that could affect the operation
of the equipment. If this happens the telephone company will provide advance notice in order for you to make necessary modi-
fications to maintain uninterrupted service.

If trouble is experienced with this equipment, for repair or warranty information, please contact SmartRG,Inc. If the equipment
is causing harm to the telephone network, the telephone company may request that you disconnect the equipment until the
problem is resolved.

Connection to party line service is subject to state tariffs. Contact the state public utility commission, public service commission
or corporation commission for information.

If your home has specially wired alarm equipment connected to the telephone line, ensure the installation of this device does
not disable your alarm equipment. If you have questions about what will disable alarm equipment, consult your telephone com-
pany or a qualified installer.

IC CS-03 statement

This product meets the applicable Industry Canada technical specifications. / Le présent matériel est conforme aux spe-
cifications techniques applicables d’Industrie Canada

The Ringer Equivalence Number (REN) is an indication of the maximum number of devices allowed to be connected to a tele-
phone interface. The termination of an interface may consist of any combination of devices subject only to the requirement that
the sum of the RENs of all the devices not exceed five. / L’indice d’équivalence de la sonnerie (IES) sert a indiquer le nombre
maximal de terminaux qui peuvent étre raccordés a une interface téléphonique. La terminaison d’une interface peut consister
en une combinaison quelconque de dispositifs, a la seule condition que la somme d’indices d’équivalence de la sonnerie de tous
les dispositifs n’excéde pas cing.

Canada Statement

This device complies with Industry Canada licence-exempt RSS standard(s). Operation is subject to the following two conditions:
(1) this device may not cause interference, and (2) this device must accept any interference, including interference that may
cause undesired operation of the device.

Le présent appareil est conforme aux CNR d'Industrie Canada applicables aux appareils radio exempts de licence. L'exploitation
est autorisée aux deux conditions suivantes : (1) l'appareil ne doit pas produire de brouillage, et (2) l'utilisateur de 'appareil doit
accepter tout brouillage radioélectrique subi, méme si le brouillage est susceptible d'en compromettre le fonctionnement.

The device meets the exemption from the routine evaluation limits in section 2.5 of RSS 102 and compliance with RSS-102 RF
exposure, users can obtain Canadian information on RF exposure and compliance.

Le dispositif rencontre 'exemption des limites courantes d'évaluation dans la section 2.5 de RSS 102 et la conformité a
l'exposition de RSS-102 rf, utilisateurs peut obtenir l'information canadienne sur l'exposition et la conformité de rf.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter. This equipment
should be installed and operated with a minimum distance of 20 centimeters between the radiator and your body.
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Cet émetteur ne doit pas étre Co-placé ou ne fonctionnant en méme temps qu'aucune autre antenne ou émetteur. Cet équipe-
ment devrait étre installé et actionné avec une distance minimum de 20 centimétres entre le radiateur et votre corps.

This radio transmitter (identify the device by certification number, or model number if Category Il) has been approved by
Industry Canada to operate with the antenna types listed below with the maximum permissible gain and required antenna
impedance for each antenna type indicated. Antenna types not included in this list, having a gain greater than the maximum
gain indicated for that type, are strictly prohibited for use with this device.

Le présent émetteur radio (identifier le dispositif par son numéro de certification ou son numéro de modéle s'il fait partie du
matériel de catégorie 1) a été approuvé par Industrie Canada pour fonctionner avec les types d'antenne énumérés ci-dessous et
ayant un gain admissible maximal et 'impédance requise pour chaque type d'antenne. Les types d'antenne non inclus dans
cette liste, ou dont le gain est supérieur au gain maximal indiqué, sont strictement interdits pour 'exploitation de l'émetteur.

5GHz
5150-5250 MHz band is restricted to indoor operations only.
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Revision History

Revision Date LAN ports
1.0 :Sept 2017 ' Initial release of this user manual.
1.1 +Jan 2018 * Improved information for Power LED.
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